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Please Share this Information with Your Technical Support Team & EHR Vendor
On January 1, 2019, the Washington State Immunization Information System (IIS), in cooperation with our internet service provider, Washington Technology Solutions (WaTech), will discontinue support for Transport Layer Security (TLS) 1.0.
What is TLS? 
Transport Layer Security is a widely used security protocol to securely exchange data over a network. TLS ensures a connection to a remote endpoint through encrypted identity verification. The IIS is hosted in an environment that uses TLS as a key component of its security.
What does this mean for IIS users?
You will not be able to access the IIS after January 1st if you are using an internet browser that does not support the newer TLS protocol settings (TLS 1.1 and/or TLS 1.2). Most modern browsers can handle TLS 1.1 and/or TLS 1.2. To avoid disruption, please make sure you are using a browser that supports these newer TLS protocols. Follow this link for instructions to enable the TLS 1.1 and/or TLS 1.2 on your browser. You will need to update your browser if it does not support TLS 1.1 and/or TLS 1.2.
What does this mean for your electronic immunization data exchange interface (HL7 connections)?
Your electronic immunization interface will no longer connect or be able to send vaccination records to the IIS if your interface is using TLS 1.0 after January 1st. Your interface will need to use TLS 1.1 or TLS 1.2 when connecting to the IIS. Due to the complexity and variety of interface engines and electronic health record (EHR) systems, we are unable to provide specific guidance for verifying your systems ability to support TLS 1.1 and/or TLS 1.2. It’s important that you work with your EHR vendor or IT support team to ensure your interface engine supports TLS 1.1 and/or TLS 1.2.
Why is TLS 1.0 being disabled?
WaTech is upgrading their hosting environments to align with industry best practices. WaTech and the Department of Health are focused on continually helping our customers improve security by using the latest security protocols.
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