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STEP 1:

Go to: https://milconnect-pki.dmdc.osd.mil/milconnect/

(Select e-mail certificate and enter PIN if requested and click “OK”)

STEP 2:

Click on the “Update personal contact info” button located on the left-hand
side of the screen

https://milconnect-pki.dnfiic.osd.mil/milconnect,
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New User? Start Here.

Sign In
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| want to...

5] Update personal contact info

5] View Primary Care Manager (PCM)

5] Transfer my education benefits

5] view my health care coverage

Don't see what you are looking for? Browse the menus. search or check our FAQ.

5] Update work contact info (GAL)

5] obtain proof of health coverage
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https://milconnect-pki.dmdc.osd.mil/milconnect/
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STEP 3:

A DS LOGON screen will appear, select “CAC” located in the middle of the
screen, and then click on the “Login” button

< e (2] {m £ httpsy//myaccess.dmdc.osd.mil/identitymanage@ent/authenticate.do?exgfution=e1s1 ¥ ¥= 7. =4

DS LOGON ﬁ

YOUR SELF-SERVICE SITE

Frequently Asked Q

DS Logon

Phishing Alert: We do not initiate contact with iaries via email o to request private personal

(Name, SSN, DOB) or sensitive DS Logon account information (username, password, challenge questions). If
you think you provided personal or account information in response to a fraudulent email, website or phone
call, be sure to change your password and challenge guestions immediately.
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STEP 4:

Select your e-mail certificate, and click “OK”

5://myaccess.dmde.osd.mil/ide

DS LOGON

YOUR SELF-SERVICE SITE

Windows Security

Select a Certjficate
Site pki.dmdc.ogll.mil needs your credentials:

re -

DOD EMAIL CA-41
rom: 1/10/2018 to 1/10/2021

here to view certificate properties

Cancel

STEP 5&:

A Self-Service Consent to Monitor screen will appear, click on the “OK” button

=;//milconnect-pki.dmdc.osd.mil/milco

Serving Those Who Serve Our Country

IConnect

m

Self-Service Consent to Monitor

You are accessing a U.S. Government (USG) Infermation System (IS) that is provided for USG beneficiary self-seryffe-authorized use only.

By using this IS {which includes any device attached to this IS), you consent to the following conditions:

The USG routinely intercepts and moniters communications on this IS for purposes including, but not i
network operations and defense, personnel misconduct (PM), law enforcement (LE), and counterintellj

ted to, penetration testing, COMSEC meonitoring,
ence (CI) investigations.

At any time, the USG may inspect and seize data stored on this IS.

While all personal identifying information (PII) data stored on this IS is protected under the Priv:
data captured to support this IS, are not private, are subject to routine monitering, interceptio
authorized purpose.

Act of 1974, all communications using this IS, and the
and search, and may be disclosed or used for any USG

This IS includes security measures (e.g., authentication and access controls) to protect US@finterests--not for your personal benefit or privacy.

Notwithstanding the above, using this IS does not censtitute consent to PM, LE or CI invi
communications, or work product, related to personal representation or services by att
communications and work product are private and confidential. See User Agreement f

igative searching or monitoring of the content of privileged
eys, psychotherapists, or clergy, and their assistants. Such
details.

Contact DMDC || Accessibility /S gy

b \‘SA.DOV || Mo Fear Act Motice
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STEP 6:

On the “Update and View My Profile” screen, select the “CIV”,
—“MIL" or “CTR” tab. On the “CIV”, “MIL” or “CTR” tab, yet will be
updating::

—Duty Sub Organization*

g - O @ & httpsy//milconnect-pki.dmdc.osd.mil/milconnect
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9) milConnect

Serving those wh serve ou

o My Profile Correspondence/Documentation Benefits FAQ Search Q

Update and View My Profile @

Edit your personal information on your Personal tab and your work information on your work tab (for example, MIL, CIV, CTR, or RET), so that
you receive communications promptly. Tips €

Family Members Personal | cv

Personnel Status

PersonaType  Civilian

DoD Association  DoD/Uniformed Service Civil Service employee

Administrative  USN
‘Organization

United States Navy hd

Dut
Installation/Location

Building
Room
BeginDate  2009-02-09

Projected End Date  Unknown

Personal nMiIL

Personnel Status

United States Nawy ~

-—Navy Reserve Forces Command Norfolk VA -
Naval Support Activity Hampton Roads, VA -

Select the “Duty Sub Organization” drop down list, and then scroll
approximately 40% of the way down until you reach the “Navy Reserve
Forces Command Norfolk VA" section. And Duty Install Location, "Naval
SupportActivity Hampton Roads, VA."




Updated: 21-Apr-2020
Example: Duty Sub Organization Selection
—————— MR MNAVY EAF IN I CL LWL U282
------ NR NIOC HI-TACOMA
-------- NR NMORA WHIDBEY ISL 2089
-—-Navy Reserve Forces Command Norfolk VA
----- MNaval Reserve Professional Development Center New Orleans LA

-—-—-Navy Region Mid-Atlantic Reserve Component Command Norfolk VA

seemseila Dnerational Sunnort Center Wiashinaton loint Baze Andreive WAL

STEP 7:

Verify your email is correct under the “Personnel Email Addresses.” This should
be the same as your NMCI Email Address.

Personnel Email Addresses

Please designate a permission preference. If your preference is "Yes", you will be notified of benefit correspondence via email from
the DoD and VA, when available.

If the email address listed here is your NMCI email address, proceed to step 8.

If these addresses don'’t match, follow the steps in Appendix 1 to update your CAC
via the Rapids Self-Service (RSS) website (https://pki.dmdc.osd.mil/self_service/).



https://pki.dmdc.osd.mil/self_service/
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STEP 8:

Once the “Sub Duty Organization”, is updated and “Personnel Email
Addresses” verified, scroll down to the bottom of the page and click the

< O m =) milconnect-pki.dmec.osd.mil ¥ = L.

SIPRNet Email Address

Primary
Secondary

Tertiary

JWICS Email Address

Primary
Secondary

Tertiary

Phone/Fax Numbers

Duty Ext

DSN

Mobile

‘. BENEFITS SUPPORT TECHNICAL SUPPORT

“Submit” button.
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STEP 9
Click on the “Sign Out” button on the upper right-hand of the screen.

UNCLASSIFIED /f FOR OFFICIAL USE Line. .

Sign O
F 1 My Profle  Comespondence/Documentation Benefits FAD Search a,

Update and View My Profile @

Ede your personal information on your Personal fab and your wark information an your work 1ab (for example, MIL, CIV, CTR, or RET), 50 that you receive communications
promiplly. Tips @

raonal civ

NMCI GAL information should be updated within 72 hours after updates are
complete.
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Appendix 1
USE INTERNET EXPLORER

Only Proceed with this process if your personnel email address verified in
step 7 above was NOT your NMCI email.

Steps to update the Email on your CAC (if necessary):
1. In Internet Explorer, navigate to: https://pki.dmdc.osd.mil/self_service/
2. Sign in to Rapids Self Service site

a. If prompted, choose Signature or Authentication Certificate.

b. Press the “Sign In” button.

c. Click “Ok” to Consent to Monitoring.

d. On the “DS Logon” page, select the “CAC” Tab and press the “Login”
button.
3. Click on the “Change CAC Email” button.
4. Click Proceed. This will process will use Java to read the email of your
certificate. This may take 30 seconds to 2 minutes.
9. Once the process is complete, look for “Current Email Address.” This is the
address associated to your CAC. Ignore the next line, “Email address provided by
your organization,” NMCI doesn'’t use this email address.
6. Check the box next to “Change from email provided by your organization to
another email address.”
7. Enter your NMCI Email address in both fields.
9. Click “Next.”
10. The next process uses Java to generate new email and encryption certs with
your NMCI email. Please be patient and don'’t refresh your page during this
process.

11. If successful, you will receive new certs on your CAC and milConnect

will have your latest email address (it may take milConnect 72 hours to
update)



https://pki.dmdc.osd.mil/self_service/
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