Employee FAQ – W-2C PII Incident

Q: What necessitated the collection of the OASDI taxes?
The National Finance Center (NFC) deferred tax withholdings on eligible employees from September – December 2020 pursuant a Presidential Memorandum issued on August 8, 2020. NFC collected deferred tax payments from January – December 2021, via bi-weekly payroll deductions.  The employee portion of Social Security tax deferred in 2020 that is withheld in 2021 and not reported on the 2020 Form W-2 should be reported in box 4 (Social security tax withheld) on Form W-2C, Corrected Wage and Tax Statement.
Q: What address did NFC use on the W-2Cs?
The employee address used on the original 2020 W-2 was used on the 2020 W-2Cs.
Q: Is this PII incident considered a breach?
The Core Incident Response Group determined that the W-2Cs that went to outdated addresses is not only a breach but a major incident.  This determination was based on the number of external federal customers that NFC services.
Q: Will Agencies be contacted?
NFC will prepare and send a Customer Notification to all customer agencies (whether impacted or not).  NFC will prepare a report of impacted employees and provide each Agency a list of the employees affected.  
Q: How will affected employees be notified?
NFC will prepare and send the updated W-2C with an Insert Letter explaining what transpired to the impacted employees.
Q: Will credit monitoring be provided for the affected employees?
NFC will provide credit monitoring to all impacted employees.  NFC is working with Experian to combine the credit monitoring signup instructions with the W-2C breach notification to save on mailing.  Note:  NFC is analyzing returned mail to reduce the number requiring credit monitoring.
Q: What is NFC’s corrective action plan to ensure this does not happen again?
NFC will make system modifications to mask the Social Security Number on both W-2 and W-2C forms and develop an enhancement to the interface from the payroll personnel system to the W2 system that will keep addresses in sync in case a W-2C is generated.  Long term, NFC will work with the Internal Revenue Service on possible electronic delivery solutions.  
Q: Will I be required to file a 2020 amended tax return after receiving the Form W-2C?
Per IRS guidance, if you had only one employer during 2020 and your Form W-2C for 2020 only shows a correction to box 4 to account for employee Social Security tax that was deferred in 2020 and withheld in 2021 pursuant to IRS Notice 2020-65, no further steps are required. If you have questions on tax filing, the IRS has provided instructions for employees receiving a W-2C due to the Social Security tax deferral. See Form W-2 Reporting of Employee Social Security Tax Deferred under Notice 2020-65 for more information.  



