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Summary

This document outlines the process for enabling external sharing in 0365 teams. Once
completed, a user from a domain outside DOI will be allowed controlled guest access to MS
Teams, SharePoint Sites, and Document libraries.

The back-end settings have been enabled in the DOI 0365 Admin Centers and Azure AD
according to the following specifications:

https://docs.microsoft.com/en-us/microsoft-365/solutions/collaborate-as-team?view=0365-
worldwide

eNT OF 5

Q:\\\“

Page 1 of 7



https://docs.microsoft.com/en-us/microsoft-365/solutions/collaborate-as-team?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/solutions/collaborate-as-team?view=o365-worldwide
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Guest Permissions Matrix

Comparison of team member and guest capabilities

The following table compares the Teams funchionality available for an organization’s team members and its guests.

Capability in Teams Teams user in the organization Guest user

Create a channe v v
Team owners control this setfing.

Participate in a private chat o W
Participate in a channel conversation o W
Paost, delete, and edit messages o W
Share a channel file v v
Share a chat file v
Add apps (tabs, bots, or connectors) .
Create meetings or access schedules <
Access Onelrive for Business storage <
Create tenant-wide and teams/channels guest access policies <
Invite a user outside the Office 365 tenant’s domain o

Team owners control this setfing.

Create a team o
Discover and join a public team o
View organization chart o
Use inline translation <
Become team owner o
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Notable Issue

A false negative error occurs when adding an external user through the Teams App. (See Step 3).
This error has been identified as being related to network traffic congestion. Here is a brief

description of the error:

e "Something went wrong” along with a message stating "This person has been added, but
it might take a while for them to show up in your member list”

e The user still receives an email; however, they do not have permissions to the Team yet.

e The user must wait a period of 4 hours before accessing the team through the email link.

Add members to Enterprise Collaboration Services

Start typing a name, distribution list, or security group to add to your team. You can
also add people outside your arganization as guests by typing their email addresses.

Start typing a name or group

Something went wrong. Retry all O

T testuser6279 (Guest) Retry D X

We ran into an issue. Please try again later

testuser9090 (Guest)
L] This person has been added, but it might take a while for them to show up in X

your member list.
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Walk through

Steps for adding a Guest to a MS Team:

1. [OWNER] Open MS Teams and navigate to the “Teams” pane. Identify the Team you wish
to add a guest member to and click the three ellipses beside the Team name. Then click
"Add member”

“ Search or type a command -
Teams hvd W Ganaral  Dogts  Files Meeting Notes  ECS Mind Map War Room Wednesdays TeamHandoffs 2m
A Hide —_
Your teams
) DOI Resource Team for... @ Manage team
B Add channel
oo @
& SharePoint Admins Gr... O add member oad @ Getlink - Add cloud storage Q Open in SharePoint
B Final Four = Leave the team dame Modified v Modified by
2
) & Edit team
. ntake 3/27/20 Hoyt, Geoffrey [
DOI Email and Collabor... o, Get link to team
— N 500gle to SPO Migrations.xlsx 5h ago Ullah, Tarig M
o CADR Application @ Delete the team
Enterprise Collaboratio W] app_request_process[DRAFT].docx 3/27/20 Ullah, Tarig M
BCST Support [wE] automated_site_creation_process[DRAFT].docx 3/25/20 Ullah, Tarig M
@ Hybrid Solution Notes.docx 3/23/20 Hoyt, Geoffrey [

s8> SBD at DOI

2. [OWNER] Type in the email address of the Guest you wish to add. If their address does
not autocomplete, then they must be invited to use MS Teams. Press "Add
example@example.com as a guest”:

Add members to Enterprise Collaboration Services

Start typing a name, distribution list, or security group to add to your team, You can
also add people outside your organization as guests by typing their email addresses

testuser6279@outlook.com

e Add testuser6279@outlook.com as a guest
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3. [OWNER] After pressing "Add” you will receive the message “"Something went wrong.”
After testing, this appears to be a false negative. Please see the notes on this on page 2.
The user will still receive an email with a link to the team. Press “Close”

Add members to Enterprise Collaboration Services

Start typing a name, distribution list, or security group to add to your team. You can
also add people outside your organization as guests by typing their email addresses.

Start typing a name or group

Something went wrong. Retry all O

T testuser6279 (Guest)
We ran into an issue. Please try again later

Retry O X

4. [USER] The user will receive an email with a link to MS teams. Press “Open Microsoft

teams” and follow the prompts. Note that the user may have to wait up to 4 hours
for the link to become active.

) Leene o) Arcnve \oounk v W Iweep = mMove o v A '._dlCLJ]UI'IAEL‘ o) oanoose v
(Z)  ciFacused g Other Filter - You have been added as a guest to DOl in Microsoft Teams

Microsoft Teams <noreply@gec-e

2 Microsoft Teams @ ) ; o S . i
mail.teams. microsoft.com >
O You have been added as a ... 242 FM It looks lik

! - Mcen BLA0CIR0 2220 PM using an &

Micrasaft Teams Tariq added you as a quest., You T (T BT

space iny

= Qutlook Team sign up fa
Welcome to your new Outl... 245 1M ¢ Microsaft Teams Outlook.

Hi test, Welcome ta your new Cutlock.cam ..
Tarig added you as a guest to DON

Ed

Enterprise Collaboration
Services

Sharctount, Tears and Onelinwe

Open Macrasoft Teams
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B Microsoft

testuser9267 Houtlcok.com

B? Microsoft

Review permissions
tostise2er Rouricck oom

D DOl comzpocrmicrasoftcom
M e JUst a mement

This resource is not shared by Microsoft.
Hang TQht whiis vas Coe vt
The organization DX would ke to:

Sign yeu in

zont-sl and sdmn
DO has not provi
you ta resiew "0
You

5. [USER] The user will be given the option to open in the desktop application. Hit “Cancel”
and "Use the Web App instead.” Wait for Teams to be initialized.

Open Microsoft Teams?

Stay better connected with the Teams desktop app

Download the Windows app Use the web app instead

Already have the Teams app? Launch it now

4
2
2
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You'll need permissions to access this team or channel. Try ®

contacting the team owner or admin.

Stay in the know. Tum on
T desktop notifications.

Tum on Dismiss

6. [OWNER] Confirm membership by pressing “Manage Team” from the ellipses. Under
“Members & guests” you will see the newly added guest.

4 Search or type a command -i
Teams N - - . . . .
erprise Collaboration Services -
& Hide Point, Teams and OneDrive
Your teams
531 Manage team
= DOl Resource Team for... 1g Requests  Channels  Settings  Apps
B Add channel L
& SharePoint Admins Gr... o' 444 ember
. h o
Final Four €2 Leave the team ers Q, & ad
& Edit team
DOI Email and Collabor... @, et ink to team
guests (6)
CADR Application W Delete the team Title Location
e i o T testuser6279 (Guest) Guest
BCST Support
@ Adakai, Elvina L Office of Infarmation Tech... Member
sgn¥ SBD at DOI
0 Moyer, Steven J Information Technology Sp...  BisonConnect Team Member
* DOI Resource Team for T..
General gw. Weinischke, Benjamin A Unified Messaging Chief Member
R ..... -
- et e Vnmm v NP
NT O
o\\\“E gy
Oy
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