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Logging into HSIN for All Users

This quick reference guide provides instructions for how new and current users can log into the
Homeland Security Information Network (HSIN) platform. HSIN is a national secure and trusted web-
based portal for information sharing and collaboration between Federal, state, local, tribal, territorial,
private sector, and international partners engaged in the homeland security mission. HSIN’s many
users, come to the platform from a variety of places and with varying security needs. Therefore, HSIN
provides its users multiple login options, and multi-factor authentication.

At this time, users can log into HSIN using a Smartcard (Common Access Card (CAC), Personal Identity
Verification (PIV), or approved Personal Identity Verification-Interoperable (PIV-1)) or log in with their
HSIN username and password. Users with smart cards are then authenticated with their associated
Personal Identification Number (PIN), while users that log in with their username must follow the
prompts to authenticate via a SMS (text message), Voice Call, or Email authentication code.

For more information about these processes, please contact HSIN Outreach at HSIN@hqg.dhs.gov.

For technical support, please contact the HSIN Service Desk at HSIN.Helpdesk@hg.dhs.gov.

How to Log In with Username and Password

1. Navigate to the HSIN login page: 2. Enter your HSIN username and password,
http://hsin.dhs.gov. then click LOGIN.

3. If you set up more than one authentication
factor for your HSIN account, then click the
HSIN drop-down arrow and select one of the

HOMELAND SECURITY following authentication factors: SMS (text
INFORMATION NETWORK message), Voice Call, or Email.

The Trusted DHS Information Sharing Environment

LOG IN wiTH USERNAME/PASSWORD

= 0

If you are using a trusted computer or device, check this
box so that you will not have to authenticate again for

Select an authentication factor
LOGIN

@ SMS Authentication

Reset Your Password

Voice Call Authentication

o

Note: Authenticating Cookies Multi-factor Authentication
requires that third-party cookies are allowed in browser
during authentication. This means that the user will have
to allow third-party cookies if using incognito/private
browsing. To do this;

B8 | Email Authentication

Note: If you only have one authentication factor, then
1. In Edge, access Settings the one-time verification code will automatically be sent
2. Search “Cookies” to that device.

3. Click “Allow all cookies”
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SMS Authentication:

a. Click Send code to have an authentication code
sent to your primary mobile device.

SMS Authentication

[+1 XXX-XXX-3101)

Enter Code

|

b. You will receive a SMS (text) message with a six-digit
authentication code.

3:39 7 il LTE @)

< Authenticator

<

74454

Text Message
Today 3:38 PM

DHS Passcode: 404332. This
multi-factor authentication
passcode expires in 5 minutes.
Please contact your respective
DHS IT Service Desk with any
questions.

Note: The authentication code will expire in 5 minutes.

c. Enter the valid six-digit authentication code, then
click Verify.

SMS Authentication

(+1 XXX-XXX-3101)

Enter Code

d.

e.
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If the incorrect authentication code is entered, a
message will be displayed to re-enter the correct
authentication code and then try again.

2

SMS Authentication

[+1 XXX-XXX-3101)
Your token doesn't match our
records. Please try again
Enter Code
123456 Sent

If the authentication code is not entered within

30 seconds, the SMS Authentication screen will
display a message to click the Re-send code button
and to try again.

‘)
(D )
\
N4
SMS Authentication

[+1 XX04-XXX-3101)

Haven't received an SMS? To try
again, click Re-send code

Enter Code

»

Note: The user may enter the original authentication code

at any time before 5 minutes. If the user clicks “Re-send
code,” the new authentication code will be different from the
original authentication code, and the user must enter the new
authentication code within 5 minutes.

Homeland Security Information Network (HSIN)
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Voice Call Authentication:

a. Click Call to receive an authentication code read to
you over the phone.

Voice Call Authentication

[+1 XXX-XXX-3101)

Enter Code

‘

b. You will receive a phone call with a five-digit
authentication code. Enter the valid five-digit
authentication code, then click Verify.

Voice Call Authentication

(+1 XXX-XXX-3101)

Enter Code

Note: The authentication code will expire in 5 minutes.

c. Iftheincorrect authentication code is entered, a
message will be displayed to re-enter the correct
authentication code and then try again.

Voice Call Authentication

(+1 XXX-XXX-3101)
Your token doesn't match our
records. Please try again
Enter Code
123456 Calling
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d. If you do not answer the phone, then the
Authentication screen will display a Redial button to
resend a new authentication code.

Voice Call Authentication

[+ XXX-XXX-3101)

Haven't received a voice call? To try
again, click Redial

Enter Code

|

Note: The user may enter the original authentication code at any
time before 5 minutes if the authentication code saved to the
voicemail. If the user clicks “Redial,” the new authentication code
will be different from the original authentication code, and the
user must enter the new authentication code within 5 minutes.

Verify with Email Authentication:

a. Click Send me the code.

E =

Verify with Email Authentication

Send a verification code to

Send me the code

b. Your primary email address will receive an email
message with a six-digit authentication code.

okta

Hi Scot,

You are receiving this email because a request was made for a one-time code that
can be used for authentication.

Please enter the following code for verification
641111

If you believe you have received this email in error or are experiencing issues gaining
access to your DHS platform with above, your
respective DHS program IT Service Desk for assistance.

Note: The authentication code will expire in 10 minutes.

Homeland Security Information Network (HSIN)
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c. Enter the six-digit authentication code, then

click Verify.

Verify with Email Authentication
A verification code was sent to
Check your email

and enter the code below.

Verification code

d. If the incorrect authentication code is entered, a
message will be displayed to re-enter the correct
authentication code and then try again.

Verify with Email Authentication

Your code doesn't match our
records. Please try again.

A verification code was sent to
Check your email
and enter the code below.

e. Ifthe authentication code is not entered within
30 seconds, then the Authentication screen
will display a Send again link to resend a new
authentication code.

Verify with Email Authentication
A verification code sent to
Check your email
and enter the code below

Haven't received an email? Send
again

Note: The user may enter the original authentication code at any
time. If the user clicks “Send again,” the new authentication code
will be different from the original authentication code, and the
user must enter the new authentication code within 10 minutes.
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4. (a.) For any of the authentication methods (SMS,
Voice Call, or Email), if the user enters an invalid
authentication code five consecutive times, the user
will receive the following message and will have to
contact the Service Desk to unlock the account.

Voice Call Authentication

[+1 X00-XXX-3101)

Your account is locked because of

too many authentication attempts.

Enter Code

123456 Calling

(b.) If your account is locked because of previous
invalid authentication code entry, then you will
receive the follow page and should contact the
Service Desk to have your account unlocked.

HSIN

HOMELAND SECURITY

INFORMATION NETWOR!

The Trusted DHS Information Sharing En nt

For security reasons, we require additional information to verify your account
Failed to authenticate. Error: access_denied - login_hint did not match a user assigned to the client app.

5. The Authentication screen will expire after 10 minutes
and the user will receive the following message. Do not
attempt to login using this prompt. Instead, re-enter
the URL in the address bar and use the main HSIN login
screen to re-authenticate into HSIN.

SignIn
Your session has expired. Please try
to sign in again
Username
Password

|:| Remember me

Homeland Security Information Network (HSIN)
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One-Time Account Linking Process

To link your Smart Card with your existing HSIN account, you
must complete a one-time account linking process.

1. Navigate to the HSIN login page: http://hsin.dhs.gov

2. Make sure your Smart Card is inserted into
your computer.

3. Choose the first green LOGIN button, next to the Smart
Card image.

LOG IN witH sMaRTCARD

LOGIN

4. When the Windows Security screen pops up with the
request to Select a Certificate, confirm your Windows
Security Certificate. Select the second certificate that
displays your name, then click on the OK button.

Windows Security
Select a Certificate
JONATHAN D DOE (affili...

Tssuer: DHS CA4
Valid From: 8/15/2014 to 8/13/2017

Tssuer: DHS CA4
Valid From: 8/15/2014 to 8/13/2017
Click here to view certificate prope..

m—
El JONATHAN D DOE (affili...

5. When prompted, enter your PIN, and then click OK.

Windows Security X

Smart Card

Please enter your PIN.

pin

Click here for more information

Cancel

)
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6. You will be directed to the Partner Account Registration,
HSIN Profile Discovery page. Click the link that says here
at the end of the first bullet.

HSIN| S

Partner Account Registration

HSIN Profile Discovery

Welcome to HSIN. Please select one of the following methods to complete your profile.

« ifyou are akeady a member of MSIN, please complets the onetime login wih your HSIN credentals here

~

7. Enter your HSIN username and password, then
click LOGIN.

LOG IN witH USERNAME/PASSWORD

If you are using a trusted computer or device, check this
box so that you will not have to authenticate again for
12 hours.

LOGIN

Reset Your Password

8. Follow How to Log in with Username and Password to
complete the multi-factor authentication process.

9. The account linking process is now complete. You should
be directed to HSIN Central. Going forward, you will now
be able to log in to HSIN with only your Smart Card and
associated PIN.

10.To sign out of HSIN, from the Universal Navigation bar,
click your name, and then click Sign Out.

Events
See All Events

Service
Announcements
See All Announcements

<PREV

Using HSIN Connect
to Support COVID-19
Response

Explore HSIN
publications, fact
sheets, success
stories and more!

Access HSIN'S

ing capabilit 2 al Report
LA e Delering Mision Suces

Geospatial Annual Report Publications

Phone: (269 50- 0162 | Emaik <5140

Please Note: When logging in to HSIN from any computer without a Smart Card reader, you must use the username

and password log in option.

For more information, contact the HSIN Outreach Team at HSIN@hgq.dhs.gov or visit our website at www.dhs.gov/hsin. 5
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