
 

Healthcare and Public Health Sector Critical 
Infrastructure Highlight- Edition I 

To recognize National Infrastructure Security Month, the ASPR 
Division of Critical Infrastructure Protection (CIP) will send a 
weekly "Critical Infrastructure Highlight" throughout the month of 
November. Each week’s highlight will include information and 
resources related to securing and preparing our nation’s critical 
health infrastructure. This first Critical Infrastructure Highlight 
provides information on the DHS Infrastructure Security Month 
Toolkit and relevant information to support preparedness and 
security efforts of HPH Sector facilities as our nation faces 
potential civil unrest.   

 

Infrastructure Security Month Themes and 
Resources from DHS CISA 

This year’s National Infrastructure Security Month comes at a “Time of Transformation” for 
our nation and the pillars it relies upon. As the nation has undergone a transformative mass 
move to remote work, distance learning, and telemedicine, the importance of cybersecurity 
and infrastructure security has increased dramatically. 

In recognition of this moment in history, DHS CISA will focus on two important themes 
during Infrastructure Security Month 2020: 

 The Security and Response during a Global Pandemic 

 The Future of Securing Critical Infrastructure 

Take action this November and learn what you can do to ensure our critical infrastructure is 
safe, secure, and resilient at the Cybersecurity and Infrastructure Security Agency website. 
Additionally, download the Infrastructure Security Toolkit today. 

 

Protecting Infrastructure Resources  

The DHS Cybersecurity and Infrastructure Security Agency (CISA) has developed a brief 
compilation of security recommendations for infrastructure owners and operators who may 
encounter unlawful acts during public demonstrations to support planning and 
preparedness activities and mitigate potentially adverse effects. 

https://www.whitehouse.gov/presidential-actions/proclamation-critical-infrastructure-security-resilience-month-2020/
https://www.cisa.gov/ismonth
https://www.cisa.gov/publication/infrastructure-security-month-toolkit
https://content.govdelivery.com/attachments/USDHSCISA/2020/11/04/file_attachments/1591473/Protecting%20Infrastructure%20During%20Public%20Demonstrations_102220_FINAL_508.pdf
https://content.govdelivery.com/attachments/USDHSCISA/2020/11/04/file_attachments/1591473/Protecting%20Infrastructure%20During%20Public%20Demonstrations_102220_FINAL_508.pdf


In order to support venues in mitigating potential risks associated with the dynamic threat 
environment, the DHS developed a number of additional resources focused on improving 
security and implementing protective measures. Access the full suite of resources here. 

The recent physical security series, Securing the Health Sector, co-hosted by HHS, 
InfraGardNCR, and DHS provided various perspectives, lessons learned, and 
recommendations for private sector, state and local government first responders, and 
public health professionals to utilize in addressing physical security challenges.  Access full 
recordings here. 

 

Traffic Light Protocol (TLP) Designation: WHITE 

 

TLP: WHITE information may be distributed without restriction. 

 

This email has been prepared by the HHS ASPR Division of Critical Infrastructure 
Protection (CIP) for its Healthcare and Public Health Sector and Government Coordinating 

Council Partners 

If you have any questions, please email us at CIP@hhs.gov 

 

 

U.S. Department of Health & Human Services, Office of the Assistant Secretary for 
Preparedness & Response  

200 C Street, SW  
Washington, DC 20024 

 

 

 

https://www.cisa.gov/securing-soft-targets-and-crowded-places
https://protect2.fireeye.com/v1/url?k=90ae5865-cf3560a8-90ae695a-0cc47adb5650-d03c8d4242f867e9&q=1&e=c53ea8b7-269b-4d01-be3a-572e533723e8&u=https%3A%2F%2Fwww.phe.gov%2FPreparedness%2Fplanning%2Fcip%2FPages%2Fwebinars.aspx
https://protect2.fireeye.com/v1/url?k=90ae5865-cf3560a8-90ae695a-0cc47adb5650-d03c8d4242f867e9&q=1&e=c53ea8b7-269b-4d01-be3a-572e533723e8&u=https%3A%2F%2Fwww.phe.gov%2FPreparedness%2Fplanning%2Fcip%2FPages%2Fwebinars.aspx
https://us-cert.cisa.gov/tlp
https://protect2.fireeye.com/v1/url?k=9bc1ae6c-c45a96a1-9bc19f53-0cc47adb5650-bc8adb0d517b91af&q=1&e=c53ea8b7-269b-4d01-be3a-572e533723e8&u=http%3A%2F%2Fphe.gov%2Fcip
https://protect2.fireeye.com/v1/url?k=9bc1ae6c-c45a96a1-9bc19f53-0cc47adb5650-bc8adb0d517b91af&q=1&e=c53ea8b7-269b-4d01-be3a-572e533723e8&u=http%3A%2F%2Fphe.gov%2Fcip
mailto:CIP@hhs.gov
https://protect2.fireeye.com/url?k=d1b5f240-8de0fb90-d1b5c37f-0cc47a6a52de-00c517de5f42378a&u=http://r20.rs6.net/tn.jsp?f=001toB7GJoFKXKqjjW-vUjbzjt0gPvfVWOJJb0tXN_tdzWfqhhaLkl_F_su5dUU6W5dE6jx9fuxUzoGQErJCDLAjZKjYkjuvMYhtaDtUNzn9Nar4AG8sIi2m--X6KcmKfsXDNlYmuwXm5U80Os-d3VDj6fe7a02HTheQNMRg0w-Syk=&c=4iJH6dqc0sZHowaoXVYsip8Fkj-eouCsXD6r5kVm0Z2Aupeeqs2KDw==&ch=QvhlD-ZGgsyuCA5KmYstPqlG5Iupf8uQnsU9mBRBKikGjyVGVDCD4A==
https://protect2.fireeye.com/url?k=6573ff00-3926f6d0-6573ce3f-0cc47a6a52de-55e147fd46f52bfa&u=http://r20.rs6.net/tn.jsp?f=001toB7GJoFKXKqjjW-vUjbzjt0gPvfVWOJJb0tXN_tdzWfqhhaLkl_F_su5dUU6W5dEWpWtQOnBMeJGj8KjqnkhYzIyF55zpgOf4Fj1Qr-RWsFeTD3xMRIG5-9bvgqb8J0RVuBpB9R_GdYKvCNhnBM2s7LEBbvqd_7qWiuYge-Ufk=&c=4iJH6dqc0sZHowaoXVYsip8Fkj-eouCsXD6r5kVm0Z2Aupeeqs2KDw==&ch=QvhlD-ZGgsyuCA5KmYstPqlG5Iupf8uQnsU9mBRBKikGjyVGVDCD4A==
https://protect2.fireeye.com/url?k=6573ff00-3926f6d0-6573ce3f-0cc47a6a52de-55e147fd46f52bfa&u=http://r20.rs6.net/tn.jsp?f=001toB7GJoFKXKqjjW-vUjbzjt0gPvfVWOJJb0tXN_tdzWfqhhaLkl_F_su5dUU6W5dEWpWtQOnBMeJGj8KjqnkhYzIyF55zpgOf4Fj1Qr-RWsFeTD3xMRIG5-9bvgqb8J0RVuBpB9R_GdYKvCNhnBM2s7LEBbvqd_7qWiuYge-Ufk=&c=4iJH6dqc0sZHowaoXVYsip8Fkj-eouCsXD6r5kVm0Z2Aupeeqs2KDw==&ch=QvhlD-ZGgsyuCA5KmYstPqlG5Iupf8uQnsU9mBRBKikGjyVGVDCD4A==

