Executive Summary

The Coronavirus pandemic has resulted in increased telework, enabled largely by video-teleconferencing
(VTC) services such as Zoom, WebEx, and others. This swell in usage has created an unusually large
target for malicious hackers. Attacks include call interruption/disruption (aka “Zoom-bombing”), using
fake web addresses to entice unsuspecting conference attendees to download malicious software, and
exploiting multiple newly discovered zero-day vulnerabilities. VTC technologies are frequently used in the
healthcare industry, and we advise healthcare organizations to respond appropriately.

Introduction

Popular online VTC technologies have seen a significant rise in use in recent months. Zoom has
reportedly enjoyed an increase of over 2 million monthly active users in the first three months of 2020.
Cisco, with VTC products such as WebEx and Telepresence, claims that customers spent over 5 billion
minutes in virtual meetings in the first two weeks of March.1& 2 Healthcare organizations frequently use
VTC technologies for regular business communications, and for telehealth and telemedicine delivery.3 &4
Cyberattacks may degrade or disrupt healthcare operations and may lead to leaks of personally
identifiable information (PII) and protected health information (PHI). The primary categories of attacks we
will cover in this paper include social engineering via the use of fake domains and exploitation of
software vulnerabilities.
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Exploitation

In recent weeks, there have been a number of ongoing attacks and newly-discovered exposures
including two zero-day vulnerabilities, malicious domain registrations, and teleconference session
hijacking. The Coronavirus pandemic and subsequent expansion of telework requirements has resulted
in an increased use of Zoom and other VTC platforms. Consequently, fake domain registrations have
spiked, especially those containing ‘zoom,” which have a considerably greater potential in phishing
unsuspecting users.® Check Point has noted that more than 1,700 new Zoom-related domains were
created in the first three months of 2020 with approximately 25% registered at the end of March (see
figure A).6
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Figure A: Dramatic increase in newly-registered Zoom-related domains in recent months (Image courtesy of Check Point)

Fake domains are effective because legitimate Zoom meeting invitations include a link to the meeting
(see Figure B). Similar to phishing campaigns, invites contain fake links that are designed to look
legitimate and can entice a user to click the link and initiate a cyberattack to capture personal
information or download malware for further compromise.” &8

Hi there,

is inviting you 10 a scheduled Zoom meeting.

Join from PC, Mag, Linux, 05 or Andra::l hittpes.f Zoom,us I

Or IPhone one-tap :
US: +184B8THS923, or +16699006833,

Or Telephona:
Dial{for higher quality, dial a number based on your current location):
Figure B: A legitimate invite to a Zoom meeting including a weblink. (Image courtesy of Zoom)

Exacerbating the potential for attacks are several recently discovered zero-day vulnerabilities. One
security researcher proved recently that Zoom’s macOS application facilitated root-level attacks on an
already-compromised system.® A second vulnerability allowed access to a victim’s camera and
microphone. Other security researchers found and verified a zero-day vulnerability in the Zoom
Windows client, which may enable an attacker to steal a user’'s Windows credentials. These

vulnerabilities were quickly patched. 10 Other major online VTC tools have had security concerns as well.
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In early March 2020, Cisco released an advisory warning that its WebEx software was vulnerable to
remote code execution (RCE) attacks. RCEs are particularly egregious in that they allow an attacker to
execute malicious code on a victim system, which enables them with range of follow-up options to cause
additional harm.11 In late 2019, GoToMeeting was found to be susceptible to hacking (since resolved),12
which like other VTC clients may be insecurely configured by users to enable ease of use.

Such configurations can open the door to abuse. “Zoom-bombing” is an additional attack seeing a
recent surge in popularity, and is not limited to Zoom users.13 Online communities such as Discord,
Twitter, Reddit and various hacking message forums are being used to organize these efforts.14
Attackers, usually motivated by trolling and pranks, take advantage of misconfigured meeting settings
on a variety of cloud VTC sessions (e.g. Zoom, Cisco WebEx, Google Hangouts Meet, GoToMeeting, etc.),
that allow anyone to join meetings, enabling an attacker to broadcast their own video, audio, and to
share their screens with the rest of the meeting participants. Consequently, this has spurred a recent
increase in zoom-bombing, with session hijackers sharing undesirable video and images such as
pornography, hate symbols, and other disturbing imagery.15 Finally, the compliance-impacting
encryption measures of Zoom have been recently questioned by security researchers and various
technology media outlets. Zoom posted a blog response about their encryption capabilities and
announced in early April that they are pausing in their feature-development efforts to address security in
their product.16

Conclusion

The existing threats to videoconference technologies creates many potential issues when left
unresolved. Disruption of real-time communications can affect telemedicine and telehealth services as
well as prevent collaboration of medical expertise in a timely manner. Several mitigations are necessary
for healthcare and public health organizations to protect their stakeholders from harm while using these
critically important applications.

Mitigations/Remediation

e Pay special attention to any voice or video conferencing software or other remote collaboration
tools for the duration of the Coronavirus pandemic as these present an enticing target for
malicious cyber threat actors

e Ensure all users are utilizing the most up-to-date teleconference software. Apply all operating
system and application patches aggressively. For vulnerability management programs, ensure
proper prioritization of systems and patches.

e Conference managers should be especially careful when authorizing participants/attendees to
join a meeting and selectively specifying who can share their camera, microphone, or screen.17

e Configure password protection for ALL conferences and protect those passwords accordingly.

e Do not configure conferences to be available to the public, unless necessary. Do not post about
conferences on unrestricted social media posts, unless necessary.

e Assume that information shared in a VTC conference will be disseminated beyond the authorized
attendees.

e Limit access and maintain positive physical control of your devices. Strongly consider using
separate accounts on your personal computer, with root or administrative access used only when
necessary.

e Encourage users to use extreme caution when using any weblink posted to a VTC meeting.

e Report cybercrime, including teleconference hijacking, to the FBI's Internet Crime and Complaint
Center (ic3.gov)18
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