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Introduction

 Why do vulnerabilities matter?
– Many cyberattacks rely on specific vulnerabilities to succeed

 Exceptions: Some DoS/DDoS and attack vectors such as social 
engineering/phishing
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 What is a vulnerability?
– A condition or state of being exposed to attack (hardware or software)
– Sometimes colloquially referred to as an exploit (but in reality they are two different things)
– There is no limit; new vulnerabilities are always being discovered
– Exploitation of a vulnerability results in the compromise of confidentiality, availability and/or integrity of 

information resources
– Could simply be a misconfiguration: https://threatpost.com/files-exposed-record-misconfigs/145177/
– Vulnerabilities are not limited to technology

 People (phishing, other social engineering)
 Policy (gaps and obsolete/incomplete procedures)

– In this presentation, we will be discussing technology vulnerabilities

https://threatpost.com/files-exposed-record-misconfigs/145177/


Introduction (continued)
 What is a patch?

– An official, vendor-released modification to an application, operating system or other 
program that is designed to make it more secure and/or add features to it

 What is patch management?
– National Institute for Standards and Technology (NIST): “Patch management is the 

process for identifying, acquiring, installing and verifying patches for products”
 Why conduct patch/vulnerability management?

– Directly correlates with enterprise risk management
– Patches can add additional features to software/applications
– Regulatory/legal/insurance compliance

 What is a zero day? Why are zero days important?
– An exploit/vulnerability that is not known to the vendors/developers

 The vendor has known about this vulnerability for “x days”
– Because zero days are unknown, they offer the attacker the element of surprise and 

an opportunity to gain a critical time advantage against defenders during an attack 
 What is end-of-life software?

– Software that is no longer supported by the vendor and therefor potentially exposed 
to new vulnerabilities 
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Vulnerability types
What are the different general vulnerability categories?
 Network – Typically related to generic network protocols or protocols 

related to infrastructure devices (switches, hubs, routers, certain 
types of servers); Often result in network disruption, data exfiltration 
or further penetration of the victim infrastructure, or data exfiltration

 Software/Application –Most common vulnerabilities; They involve 
manipulating the code that makes up an application or operating 
system to function in a way not intended by the developer; Often 
result in data exfiltration, system disruption or denial of access to 
information or further penetration on the victim infrastructure.
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 Personnel – Personnel vulnerabilities, also known as insider threats; These are people who have regular 
or elevated access to an information due to their job responsibilities. They can be:

– Careless/negligent employee
– Careless/negligent third party
– Agent of another organization
– Disgruntled employee
– Malicious insider

 Physical – Physical access must always be restricted to authorized personnel in order to minimize 
personnel vulnerabilities.

 Healthcare industry is effected by generic vulnerabilities as well as telehealth-related vulnerabilities…



Healthcare Enterprise Vulnerabilities
 Telehealth: Remote patient monitoring

– Wearable devices such as smart watches or wristbands to monitor and communicate vital signs; 
Devices such as a cane or walker, which can detect and alert when a patient has fallen; Stationary 
bedside or chairside devices which monitors patient vital signs 

– Four components:
 Sensors
 Local data storage repository 
 Centralized repository 
 Diagnostic software/applications

 Remote patient monitoring security
– Endpoint devices at patient’s residence 

 Endpoints (home routers and systems)
 Applications and devices

– Healthcare Delivery Organization (HDO)
 Internal infrastructure

– Routers, switches, hubs
– Servers, applications, interfaces

and insider threats

6/6/2019Unclassified 6

UNCLASSIFIED TLP:WHITE

Smart watches as telehealth devices to 
monitor vital signs, issue alerts and 

communicate to/from clinical care facility.
Image: Telecareware.com

A home patient monitor that measures blood pressure, 
pulse rate, blood oxygen saturation, weight, glucose 
level, prothrombin time, fluid status and temperature. 

Image: 4mdmedical.com

http://telecareaware.com/
http://www.4mdmedical.com/


Healthcare Enterprise Vulnerabilities (continued)
 Telehealth: Store and forward

– Transmission of images/information between providers; Often used for further evaluation of data. 
– Examples: X-rays and MRIs, digital photos, pre-recorded videos, other medical images
– Vulnerabilities associated with: 

 Internal device storage, directly attached storage, network attached storage, removable drives
 Hardware, apps/programs, interfaces
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Healthcare Enterprise Vulnerabilities (continued)
 Telehealth: Real-time audio/video

– Security of data in motion vs. data at rest
 Encryption of links and repositories
 Protocols (TCP, UDP, HTTP, DNS, SSL, TLS, RTP, IPSec, etc…))
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Vulnerability management lifecycle
Per the Centers for Disease Control (CDC)
 Discover: Inventory all assets across the network and 

identify host details including operating system and open 
services to identify vulnerabilities. Develop a network 
baseline. Identify security vulnerabilities on a regular 
automated schedule.

 Prioritize Assets: Categorize assets into groups or 
business units, and assign a business value to asset 
groups based on their criticality to your business operation.

 Assess: Determine a baseline risk profile so you can 
eliminate risks based on asset criticality, vulnerability threat, 
and asset classification.

 Report: Measure the level of business risk associated with 
your assets according to your security policies. Document a 
security plan, monitor suspicious activity, and describe 
known vulnerabilities.

 Remediate: Prioritize and fix vulnerabilities in order 
according to business risk. Establish controls and 
demonstrate progress.

 Verify: Verify that threats have been eliminated through 
follow-up audits.
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Vulnerability Identification
Who identifies vulnerabilities?
 Vendors
 Independent researchers
 Bug bounties
 Adversaries/bad guys
How are vulnerabilities reported? Who are they reported to?
 Report to vendor
 Public disclosure (pressure vendor to act, possible public solution)

– Timing
– Who acts on it first? “Good guys” or “bad guys”?

 Sale on gray market
– Researcher gets paid
– Who acts on it first? “Good guys” or “bad guys”?

 Sale on black market
– Researcher gets paid

 Getting paid
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Vulnerability databases, etc…
 Common Vulnerabilities and Exposures (CVE)

– Joint effort: DHS and MITRE
– Repository to facilitate correlation and sharing of vulnerability data 
– https://cve.mitre.org/

 National Institute of Standards and Technology (NIST) National Vulnerability Database (NVD)
– Government repository of standards-based vulnerability management data using the Security Content 

Automation Protocol (SCAP). This data enables automation of vulnerability management, security 
measurement, and compliance. The NVD includes databases of security checklist references, security-
related software flaws, misconfigurations, product names, and impact metrics.

– https://nvd.nist.gov/
 Carnegie Mellon University Computer Emergency Response Team (CERT) Coordination Center 

Vulnerability Notes Database
– Includes “summaries, technical details, remediation information, and lists of affected vendors. Most 

vulnerability notes are the result of private coordination and disclosure efforts.”
– NVD is recommended for further details on vulnerabilities
– https://www.kb.cert.org/vuls/
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Vulnerability databases, etc… (continued)
 Symantec/SecurityFocus BugTraq

– Stood up in 1999
– “high volume, full disclosure mailing list for the detailed discussion and announcement of computer 

security vulnerabilities” https://www.securityfocus.com/bid/
 Exploit-DB

– “CVE compliant archive of public exploits and corresponding vulnerable software, developed for use by 
penetration testers and vulnerability researchers.”

– “a repository for exploits and proof-of-concepts rather than advisories, making it a valuable resource for 
those who need actionable data right away.”

– Goal: “serve the most comprehensive collection of exploits gathered through direct submissions, 
mailing lists, as well as other public sources, and present them in a freely-available and easy-to-
navigate database.”

– Includes Google Hacking database
– https://www.exploit-db.com/

 Seclist Full Disclosure
– https://seclists.org/fulldisclosure/

 Microsoft Security Update Guide
– https://portal.msrc.microsoft.com/en-us/security-guidance
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Common Vulnerabilities and Exposures
Sponsored by CISA/DHS; Managed and maintained by MITRE
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Common Vulnerabilities and Exposures (cont)
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National Vulnerability Database
NVD
 Operated by NIST
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National Vulnerability Database(cont)
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Common Weakness Enumeration
 CWE-94: Description and Extended Description, Relationships and Modes of Introduction
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Common Weakness Enumeration (cont)
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 CWE-94: Applicable Platforms, Common Consequences and Likelihood of Exploit



Common Weakness Enumeration (cont)
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 CWE-94: Example 1



National Vulnerability Database(cont)
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 Example 2



National Vulnerability Database(cont)
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 CWE-94: Description and Extended Description, Relationships and Modes of Introduction



Best practices
 Best Practices for Software Updates

– Enable automatic software updates whenever possible. This will ensure that software updates are 
installed as quickly as possible.

– Do not use unsupported end-of-life (EOL) software
 Be continuously monitoring an enterprise infrastructure for outdates, obsolete and unsupported 

software
– Always visit vendor sites directly rather than clicking on advertisements or email links
– Avoid software updates while using untrusted networks
– Testing is critical for patch deployment, especially for enterprise critical systems
– For organizations: Build and maintain a mature patch management capability which encompasses all of 

the above across the enterprise
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Questions
Upcoming Briefs
 Chipset vulnerabilities
 Legacy Systems in the Healthcare Enterprise

Product Evaluations
Recipients of this and other Healthcare Sector Cybersecurity Coordination Center (HC3) Threat Intelligence 
products are highly encouraged to provide feedback to HC3@HHS.GOV.

Requests for Information
Need information on a specific cybersecurity topic? Send your request for information (RFI) to 
HC3@HHS.GOV or call us Monday-Friday, between 9am-5pm (EST), at (202) 691-2110.
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