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Slides Rey:

Non-Technical: managerial, strategic
and high-level (general audience)

Technical: Tactical / I0Cs; requiring
in-depth knowledge (sysadmins, IRT)
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Overview

Threat Actor: “FIN7”

ACTIVE SINCE: 2013
ALIASES: Carbanak / Cobalt Group / Carbon Spider

TARGETS: Restaurants, Hospitality, Casinos and Gaming, Energy, Finance, High-tech, Software, Travel,
Education, Construction, Retail, Telecommunications, Government, Business services

OPERATIONS: Highly Targeted

» Compromise bank accounts and financial credentials

» Transfer funds to mule accounts

» Perform ATM jackpotting attacks

» Conduct mass compromise of debit and credit cards from Point-of-Sale (POS) terminals in large enterprises
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Relevance

» In many instances, POS devices are on the same network as other, more sensitive
resources

» FIN7 has been observed delivering HPH-related lures

Electronic Health
Records (EHR)
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Recent Indictments

The indictments allege that three Ukrainian nationals are members of FIN7, identified as:
» Dmytro Fedorov (arrested in January 2018)

» Fedir Hladyr (arrested in January 2018)

» Andrii Kopakov (arrested in June 2018)

The three allegedly contributed to FIN7’s years-long reign as one of the most sophisticated, and
aggressive, financially motivated hacking organizations in the world.

Each of the three FIN7 conspirators is charged with 26 felony counts alleging conspiracy, wire
fraud, computer hacking, access device fraud, and aggravated identity theft.

The three men allegedly had high-profile roles in FIN7:
» Hladyr as its systems administrator
» Fedorov and Kopakov as supervisors to groups of hackers
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Operations
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FIN7 Tactics, Techniques, and Procedures = Operations Overview poJ

Identifying a Target Infiltrating System Selling Stolen Cards

-FIN7 targets particularly
fast-food and casual-
dining restaurants, hotels,
casinos, and those with a
high frequency of point-
of-sale transactions.

Copy
Cat

-FIN7 gathers information
to develop messaging
similar to the company’s
routine business
communications.

-Spear phishing e-mails
target victim company
employees: typically
public-facing contacts,
like employees handling
catering requests and
reservations, and/or in a
managerial position.

-FIN7 accompanies the e-
mails with telephone calls
to persuade the employee
to open and activate the
e-mail’s attachment,
which contains malware.

-The malware allows
FIN7 to connect to the
computer, download
additional malware, and
move through the
company’s network. The
malware allows FIN7 to
conduct surveillance on
company employees,
capturing credentials to
gain elevated network
access.

-FIN7 locates the Point of
Sale systems containing
customer data and steals
caches of payment card
numbers.

Stolen payment card
information resurfaces in
online underground
marketplaces. Purchased
card numbers enable
criminals to make
unauthorized charges to
unsuspecting
cardholders. Charges
may include typical retail
purchases as well as the
purchase of gift cards.
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Campaigns

FIN7 Nationwide Impact — DOJ

FIN7 Nationwide Impact

B CardsStolen

HI

..,jj.d ' \ ‘ Q%g

~~~~~~~~ 3600+ 15M+

LOCATIONS CARDS STOLEN

Map depicts business locations that were compromised and had customer payment card data stolen.
These numbers are based on the investigation to date.
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Campaign Example

Red Robin Gourmet Burgers (Wired)

27 March 2017 | !

Red Robin employee receives
complaint email with
attachment from
“ray.donovan85@yahoo.com”

— || Fin7 had mapped Red Robin’s
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\ 4

" Fin7 obtained a username and
password for the restaurant’s
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“Within Two Weeks”

-FIN7 member allegedly uploaded a
file containing hundreds of usernames
and passwords for 798 Red Robin
locations

-Network information

-Telephone communications
-Locations of alarm panels within
restaurants
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BATELEUR - FIN7 Hallmark (proofpoint)

» First observed: 2016
» Last update: April 2018 (Accenture)

— Minor upgrades from the previous version (1.0.8) but instead included only minor changes, such as the
addition of a new network traffic encoding prototype function

JScript Backdoor
» Delivered via macro-laden Word documents in phishing emails
» Email messages sent from Outlook or Google accounts

— Lure document claims attachment is protected OR encrypted by Outlook or Google services, matching
the sender domain

This document ks ancrypled by ™ This document is encrypled by
Outlook Protect Service Googhe Documents Pratect Service

_ 7
» Tinymet - -
— BATELEUR downloads a small Meterpreter downloader script . .
» Utilizes Powershell password grabber
B Microso [E e o [ secunty Anaytis Googe [ Ut e [ securty Anaiic
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https://www.proofpoint.com/us/threat-insight/post/fin7carbanak-threat-actor-unleashes-bateleur-jscript-backdoor
https://www.accenture.com/t20180803T064557Z__w__/us-en/_acnmedia/PDF-83/Accenture-Cyber-Threatscape-Report-2018.pdf
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Targeting (Twitter)

FIN7 is characterized by their persistent targeting and large-scale theft of payment card data
from victim systems...

Shifting Focus

FIN7’s financial operations were not limited to card data theft
» Pivot to target finance departments within the victim organization (after POS exfil fails)

» Spear-phishing emails to personnel involved with US Security and Exchange Commissions
(SEC) filings at multiple organizations

» Sought non-public information to exploit in stock trading
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Social Engineering (poJ) (twima)
TTPs

» Launched numerous waves of malicious cyberattacks on numerous businesses operating in
the United States and abroad

» FIN7 carefully crafted email messages that would appear legitimate to a business’ employee
» Accompanied emails with telephone calls intended to further legitimize the email

— In some campaigns, phone calls before the email

According to the Indictment...
“When targeting a hotel chain or restaurant chain, a [FIN7 operator]
would make a follow-up call falsely claiming that the details of a

reservation request, catering order, or customer complaint could be found
in the file attached to the previously delivered email”
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https://www.justice.gov/opa/pr/three-members-notorious-international-cybercrime-group-fin7-custody-role-attacking-over-100
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Social Engineering

FIN7 Tactics, Techniques, and Procedures

- Phishing Emails / Lures poJ B s

| _ T2 fgtallata| THIS DOCUMENT IS ENCRYPTED BY
. - m on behalf of James Anhril <[ t@?gns SYSIeMs | RETAIL DATA SYSTEM PROTECT SERVICE

takeout order

Message W order_lames 2.rif {1 MB} TO DECRYPT DOCUMENT, PLEASE PERFORM THE FOLLOWING STEPS:

If this document was downloaded from your email, please click "Enable editing”
from the yellow bar above

Once you have enabled editing, please click "Enable content” on the

Hi, yellow bar above.

my name's James Anhril i want to make a takeout order for tomorrow for 11am.
The enclosed file contains the order and my personal info.
Click on edit at the top of the page and than double click to unlock content

Sincerely yours,
James Anhril

SupWiids Ltd. order

0 Ve removed extra line breaks from this message

@

) & T ey \ Retail ﬂata
q ‘ ' C mls

Hello,

Enclosed file contains aII the neces&ary information and order in our website:

Chtk on edn an\rway at the mp of the page and than double click to unlock content

We are looklngforward to hearing from you.
Frank Jjohnson
Revital-Travel Ltd.
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Social Engineering

FIN7 Tactics, Techniques, and Procedures

Food poisoning control
e © Center for Food Safety and Applied Nutrition (CFSAN) <fda@CFSAN.gov>

Friday, February 16, 2018 at 3:39 PM

—2>“FINdigestion” (FireEye)
» Early 2017 (for over a year)

Show Details

FDA.doc
B=E ssa0kp

Download Al Preview A

» Pattern of email complaints THE CENTER FOR FOOD SAFETY

AND APPLIED NUTRITION (CFSAN)

» Lodge food poisoning complaints

Hallo. We have recently detected a number of safety shortcomings in|
restaurants, including your own. You were particularly found to fall sk

» Malicious documents attached Soodbome i prarcion pracioe.Thar ware  rpotadfood

your state over the past month, including two cases of severe poisoni

A DOCUMENT IS ENCRYPTED

TO DECRYPT DOCUMENT, PLEASE PERFORM THE FOLLOWING STEPS:

It was further detected that food poisoning was caused by cross-cont If this document was downloaded from your email, please click “Enable ediing”
. from the yellow bar above.
handling raw beef or undercooked hamburgers. It was brought to out »

least three of four patients dined at your restaurant network branche
paisoning and suspect that food was contaminated.

.
FireE YE.
Unfortunately, restaurant food preparation and handling practices, w

- - policies, and basics such as hand washing are factors that are often o'
T h I S p atte r n Of d etal I e d restaurants, despite the fact that about half of the 48 million cases of ® You are using i0S. Android
that occur in the U.S. each year are associated with restaurants ordel ® You are trying to view this document using an online viewer.
CO m Iai ntS eve ntuall the annual cases of foodborne illness are fatal.
p y Please be advised that additional inspections and checks are being pl
- - - restaurants. We are also planning to increase the number of mystery
eXpanded beyond I nd IVId ual hope that these p i will encourage mani
further improve their attention to regulations in effect.
comp laints and into liti gious 1o can it h o nspectons and shcks chduld
restaurant.

Center for Food Safety and Applied Nutrition (CFSAN)
13 ” Outreach and Information Center
O e g Ove rn l I I e n 5001 Campus Drive, HFS-003, College Park, MD 207403835

Cent

Once you have enabled editing, please click “Enable content” on the
yellow bar above

WHY | CANNOT OPEN THIS DOCUMENT?

USS. Food and Drug Administration

Safety ar
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https://www.fireeye.com/blog/threat-research/2018/08/fin7-pursuing-an-enigmatic-and-evasive-global-criminal-operation.html
https://www.fireeye.com/blog/threat-research/2018/08/fin7-pursuing-an-enigmatic-and-evasive-global-criminal-operation.html
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Combi Security

Combi Security (wired) (Gary Warner)

» Front Company
» Hired penetration testers who believed they were working for Combi Security
— Moscow/Odessa/Haifa based company performing legitimate pen-testing services for clients

— Jobs were managed in JIRA (to track long software development projects, to communicate about the
infiltration of their victims)

— Listed US targets on its website Metasploit Developer

— Posts on job sites, including LinkedIn Combi Security
reerers Mar 2015 - May 2018 * 3 yrs 3 mos
Haifa, Israel

Martin Kornev

System administrator at Combi-Security

£1 User since June 2015 Improving the functionality of Metasploit Pro for

Q Last active: System administrators, 22 June 2016 Of the Customer needs )
Development and improving Metasploit

_ Framework modules.
Company details Development alternative frontend for Metasploit
Combl Security — one of the leading international companlies in the field of information security. Its e
headguarters are located In Moscow and Halfa. PI‘O OI‘I RUby OI‘I RaI|S
We — a team of top professionals in the field of information security for all kinds of organizations le Varlous bugS Of the MEtaSp|0|t Framework
working around the world. Qur main speclalization — complex audit projects of any complexity, the Developm ent Command & Control server on Ru by

delivery of software and harcware. .
with transports on HTTPS and DNS.
Qur main mission Is to ensure the safety of your activities, minimizing the risk of information
techneloglies. Each call to us for help, we consider very carefully on an individual basls, offering
the best solution In the framewerk of the objectives and characteristics of expressed needs.

Web site: hitps:/fwww. combisecurity. com/ AJ'IeKcaH}J,D (Chlﬂa SVﬂdromE) (@ R3dfrU|trO”UD) TWltter DOSt
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https://www.wired.com/story/fin7-wild-inner-workings-billion-dollar-hacking-group/
https://garwarner.blogspot.com/2018/08/fin7-and-perfect-phish.html
https://twitter.com/R3dfruitrollup
https://twitter.com/R3dfruitrollup/status/1025351984788987904
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Protection & Mitigations

User Education and Training
» Being able to recognize phishing scams
» Phone calls before / after receiving an email =red flag

|OCs - FIN7’s Most Recent Bateleur Malware Campaigns (OTX)

03c6601a7fef76fce7fb63cl16ef5fh9
05aa48a9c536ad644a2e91eddf2c0511
la2e7a9bc8b6e6f359080173c1f3f42d
298774c49ee2ale823f8049a34c09609
9¢289f5db447ac00069b76ff5f8009d1
aab98b81b9f899183fd090c5f0fe402b
b36782a9a2b34e8385702ec00ch85065
e5614d2eec5d2b75c5eb26e059932f25
e7702f9585616283b6b412b06b274dbf
http://toshiba.org.kz/robots.txt.
https://swift-fraud.com/
info@apple-istores.com
safe.my-documents.biz

swift-fraud.com

toshiba.org.kz
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https://otx.alienvault.com/pulse/5b69d37292f5ac2b98346cf3
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Conclusion

Upcoming Briefs

» Exploit Kits

» Trends in Malicious Macro Usage
» Cryptomining Landscape

» Various APT/FIN Groups

Analyst-to-analyst webinars are available

Questions / Comments / Concerns?

HHS HCCIC Email Address: HHSHCCIC@hhs.qgov
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