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ASPR/CIP HPH Cyber Notice:  Phishing attacks exploiting Hurricane Matthew event advisory
 (
DISCLAIMER
: This product is provided “as is” for informational purposes only. The Department of Health and Human Services (HHS) does not provide warranties of any kind regarding any information contained within. HHS does not endorse any commercial product or service referenced in this product or otherwise. Further dissemination of this product is governed by the Traffic Light Protocol (TLP) marking in the header. [REF: https://www.us-cert.gov/tlp]
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Dear HPH Sector Colleagues,	

ASPR/CIP has received an advisory from a NCCIC Partner Liaison regarding indications that malicious actors have been using the current event of Hurricane Matthew in phishing attacks. To aid in cyber defense and encourage further dissemination to designated system/network administrators for situational awareness and mitigation actions, please consider the recommended mitigations that are referenced here:
US-CERT resource - Phishing:    https://www.us-cert.gov/ncas/current-activity/2016/10/11/Potential-Hurricane-Matthew-Phishing-Scams
MS-ISAC resource - Phishing:   https://msisac.cisecurity.org/whitepaper/documents/MS-ISAC%20Security%20Primer%20-%20Phishing[2].pdf 

For additional HSIN HPH visit the Cyber Threat Library: https://hsin.dhs.gov/ci/hph/Resources1/CyberThreat.aspx 

 (
If your organization, hospital, or facility experiences a similar cyber risk, please contact law enforcement immediately. You may also be able to find assistance from the DHS National Cybersecurity and Communications Integration Center (NCCIC) or an Information Sharing and Analysis Organization (ISAO) such as NH-ISAC or HITRUST. 
Please take a moment to let us know: 
Does this product provide information that is not available to you elsewhere? 
Is the information provided actionable? 
Is the level of context appropriate? 
If you have any questions about which resources may be available to you or how to connect with them, please contact us at 
cip@hhs.gov
.
)
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