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Operation Encompass: Frequently asked questions

I have completed the Operation Encompass training. Will my setting now receive notifications?
No. Completing the Operation Encompass training does not automatically mean your setting will start receiving notifications. You must also complete a staff update form on the Online Provider Portal (OPP). The Family Information Service shares this information with Sussex Police so they know which settings can receive notifications, and which secure email address to use.
 
I am not sure which staff are listed against our setting. How can I check?
You can check this by running the Contacts attached to registration report on the OPP.

This report shows the staff information currently held for your setting, including roles and responsibilities you have previously submitted. This includes who is listed as your Designated Safeguarding Lead (DSL).
 
If the information is wrong or out of date, you must complete a staff update form on the OPP.
 
I am not receiving Operation Encompass notifications. What should I do?
First, check that your DSL information has been submitted correctly on the OPP. You can do this by running the Contacts attached to registration report. If your DSL information is listed in this report, it will have been shared with Sussex Police.
 
If your staff information is correct, check your junk or spam folder. Notifications may have gone there if your email system has not been set up to allow emails from Sussex Police.
Make sure emails from @sussex.police.uk are added to your safe sender list. This is sometimes called “whitelisting”.
 
If you have followed these steps and are still not receiving notifications, your email host may have security restrictions in place. You will need to contact your email provider or IT supplier directly.
 
If you are still having difficulties and are unsure if you are receiving notifications correctly, contact the Family Information Service.
 
My email address does not meet the requirements. What should I do?
Operation Encompass notifications contain sensitive safeguarding information. Settings must make sure this information is handled safely, securely and only by those who need to see it.
The Information Commissioner’s Office (ICO) guidance for early years settings explains that settings hold personal data about children, parents, carers and staff, and must make sure this information is used properly, shared appropriately and kept safe. The ICO also has guidance on sharing information to safeguard children. This explains that data protection law does not stop settings sharing information when this is needed to safeguard a child. However, information must still be handled securely and shared appropriately.
 
Personal email addresses cannot be used. For example, an address such as johnsmith@hotmail.co.uk would not be accepted because it is linked to an individual rather than the setting.
 
Some settings use free webmail accounts, such as Hotmail, Outlook, Gmail or Yahoo. These can pose some risks if they are not set up and managed securely. If you use this type of account, it must be a dedicated setting email address for DSL use only, not a personal account. The email address must also clearly show which setting it belongs to. Internal acronyms or initials may not be enough, even if they mean something to your setting. For example, JDTNS@hotmail.co.uk may stand for “John Doe The Nursery School”, but this is not clear to someone outside the setting.
 
You should use a clear naming convention that includes the full setting name, or a shortened version that is still easily recognisable from the registered setting name. For example, johndoethenurseryschool@hotmail.co.uk, johndoenursery@hotmail.co.uk or DSLthenurseryschool@hotmail.co.uk would be clearer than JDTNS@hotmail.co.uk. You can use your central nursery email address, provided access is restricted to Designated Safeguarding Leads and the named nursery manager only.
 
You should make sure:
1. access is restricted to the DSLs who need it
1. former staff cannot access the account
1. passwords are changed when staff leave or roles change
1. strong passwords are used
1. two-step verification is switched on where available
1. appropriate security settings are in place
1. committee members and wider staff do not have access to the account unless they are the named DSL or named manager and have a professional need to receive the information
1. staff update forms can take up to 21 working days to process, so you should allow time for updates to be completed before expecting notifications to be sent to a new or amended email address
 
You should review the email guidance in Step 2 of the Operation Encompass webpage to make sure your email address is secure and meets the requirements. Once you have a suitable secure email address, update your DSL details by completing a staff update form on the OPP. 
image1.png
west
sussex
county
coundil




