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Private: Information that contains a small amount of sensitive data which is essential to communicate with an individual but doesn’t require to be sent via secure methods.

What is Strong Customer Authentication (SCA)?
SCA is a European requirement introduced to make online interactions more secure and reduce the risk of fraud. These 
requirements were part of the Revised Payment Services Directive (PSD2). PSD2 requires banks to implement multi-factor 
authentication to qualifying remote transactions like online payments and access to payment account.

This requirement applies to the European Economic Area (EEA), Monaco, and UK. 

SCA means users may need to complete extra levels of authentication for remote transactions like online payments and 
access to payment account. These levels of authentication involve asking customers for two of the three following:

• something they know (Knowledge factor)
• something they own (Possession factor)
• something they are (Inherence factor)

Before SCA, issuing banks could only challenge customers with a single static password. These new dynamic data points 
verify users’ identities more accurately.



Private: Information that contains a small amount of sensitive data which is essential to communicate with an individual but doesn’t require to be sent via secure methods.

EML’s SCA Solution
Our solution supports two factor authentication using the following:

• Memory Word:

• Cardholder will be required to set up memory word which can then be used as a knowledge factor for authentication.

• Memory word is case sensitive, has maximum length of 45 characters (including spaces) and accepts standard UTF-
8 characters.

• One Time Password (OTP):

• Cardholder’s registered mobile number will be used to send a one-time password (OTP). 

• If no mobile is available OTP will be sent to the registered email.

• All CCP users must have a registered mobile number or email with PFSL or they will not be able to access 
CCP.



Private: Information that contains a small amount of sensitive data which is essential to communicate with an individual but doesn’t require to be sent via secure methods.

Impacted Journeys
All CCP users must have a registered mobile number or email with PFSL or they will not be able to access 
CCP.

• All existing users will be required to authenticate using OTP on first login (post SCA implementation).

• Every 90 days after the last successful login, all cardholders will be required to authenticate using OTP. 

• All new users will be required to set up ‘Memory word’ during the registration journey.

• ‘Memory word’ can be updated from Edit Account Details page.

• All users will be prompted to provide authentication via OTP and login password on requesting transaction 
report older than 90 days.

• All users will be prompted to provide authentication via OTP and Memory word when a new payee is 
created.

• Cardholders will be prompted to provide authentication via OTP and KBA (knowledge-based answer) on 
selected e-commerce transactions



E-commerce transactions (3DS authentication)
Cardholders that have set up ‘Memory word’ will be prompted to provide 
additional authentication via Memory word on eligible e-commerce 
transactions.
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Note: If the cardholders have not yet set 
up Memory word, only OTP will be used to 
authenticate.



Login Journey
• User will be prompted to enter OTP on first login and every 90 days thereafter.

• User should have a registered mobile number or email with PFSL to receive OTP.

• If both email and mobile number are provided OTP will be sent to mobile.

• If mobile is not provided OTP will be sent via email.

• If neither mobile or email is provided login will fail with the stating, we couldn’t initiate OTP.
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Step 1: User enters login credentials  (existing page) Step 2: User prompted to enter OTP (new page)

Step 2: Login Failed 

User has provided 
mobile or email 

User has NOT 
provided mobile or 
email 



Registration journey
All new users will be required to set up ‘Memory word’ during the 
registration journey.
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Step 1: User enters card details(existing pages)



Registration journey cont’d
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Step 2: User enters details for 
registration (existing page with 
new field for Memory word) 
Memory word field accepts 
standard UTF-8 characters, max 
length 45 characters

Step 3: User registered 
successfully. (existing page)



Edit Memory Word
‘Memory word’ can be updated from Edit Account Details page.
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Transaction History
All users will be prompted to provide authentication via OTP and login password 
on requesting transaction report older than 90 days.
Step 1: On Transaction History page, user selects a date range older than 90 days.

Step 2: User is prompted to enter OTP and login password. Note: There is no limit on incorrect attempts.
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Add a Payee
All users will be prompted to enter ‘Memory word’ and OTP when a new 
payee is added.
Note: There is no limit on incorrect attempts..
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Step 1: On Make Payment page user selects New Payee (existing page)



Add a Payee cont’d 
Step 2: User enters payee details (existing page)
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Step 3: User is prompted to enter OTP and Memory word. (new page) Note: There is no limit on 
incorrect attempts.



Create a new recurring payment
All users will be prompted to enter ‘Memory word’ and OTP when a new 
recurring payment plan is created.
Note: There is no limit on incorrect attempts. 
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Step 2: User selects a payee from the payee list.(existing page)

Step 1: On Make Payment page user selects Current Payee.(existing page)



Create a new recurring payment cont’d

Step 4: User enters the details for recurring payment and clicks Submit. (existing page)
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Step 3: User selects ‘Make a set number of payments and the stop’. (existing page)



Create a new recurring payment cont’d
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Step 3: User is prompted to enter OTP and Memory word (new page). Note: There is no limit on 
incorrect attempts. 



Thank you
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