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Approval Process for Accessing information and working outside the UK at OFFICIAL on Supplier Devices

All access to Sellafield OFFICIAL data from outside the UK must be authorised by the Sellafield Contract Security team prior to such access being afforded. This includes all PPP personnel and the supply chain when outside the UK on a temporary basis, requiring access to such data on non-Sellafield Ltd IT devices.
As a rule, accessing information at OFFICIAL on Sellafield Ltd IT devices outside the UK and the taking of such devices outside the UK is not permitted, (this includes SL-PPP devices). Equally access to information at OFFICIAL-SENSITIVE (including Sensitive Nuclear Information - SNI) outside the UK is not permitted. 
Sellafield have recently issued the following notice - ‘Working Outside the UK on Supplier Devices at OFFICIAL’ outlining the process to gain authorisation (attached). This requires 2 stages of authorisation, the first relating to the supplier device to be used for such access, with the second relating to the individual and the business case behind such a request, all requests are assessed on a case-by-case basis.
For all PPP personnel and supply chain requiring such authorisation the following process shall be followed.
1. All applications for authorisation shall be managed and submitted to Sellafield Ltd. Contract Security team (SLCST) via the relevant Lot partner security SPOC
Step 1
1. As soon as you become aware of a requirement to access information outside, the supplier configuration question set (form 1), shall be completed and submitted to the relevant Security SPOC above for review and onward submission to the SLCST.
1. SLCST (Cyber Security Risk team) shall review the application and approve, decline the request or requests for further clarification (this will be made via the Security SPOC’s).
1. Upon approval of the request the applicant can proceed to step 2
Step 2
1. The applicant shall complete the Supply Chain individual user application (form 2) and submit to the Security SPOC for review and submission to SLCST, all such applications must be submitted no later than 2 weeks prior to the proposed travel date
1. SLCST (Cyber security Team) shall review the application and either approve or decline as above and notify the Security SPOC.
1. The Security SPOC will notify the applicant of the result and advise them in relation to any additional security measures to be put in place and employees are aware of and understand their company policies and procedures for working outside the UK General requirement 
1. The Lot partner Security SPOC shall ensure a register is maintain of all applications made and authorisations granted, these shall be review on a regular basis to ensure individuals have returned to the UK within the specified dates agreed.  These registers will be subject to assurance checks on an ad-hoc basis by the PPP security manager & SLCST. 
1. Any security breaches arising shall be reported within 24hrs of the occurrence to SLCST who reserve the right to withdraw any approvals on an individual or company basis
1. Should the information contained within either of the submitted question sets change or be amended during the authorisation period SLCST should be notified immediately

Contact details for the PPP security team are as follows;
Iain Goulding	- iain.goulding@sellafieldsites.com  	
Victoria Hendren victoria.hendren@sl-ppp.co.uk
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