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THIS GUIDE IS FOR: Service Desk, Security Provisioning, terminated, retired or external
employees

Multifactor authentication for terminated employees

When an employee is terminated or retires, agency HR will be prompted to update the
employee’s personal email address. When the termination is complete, the employee will
receive a username and password to use with the Non-Active Employee Sign-In.

1. User selects Non-Active Employee Sign-In.
2. User enters the username and password given in the email.
a. NOTE: If the user does not receive the email with credentials, they can contact
the OMES Service Desk for a password reset.
3. If the user is chosen for multifactor authentication, they will be given two options:

Setup Multifactor Authentication

Multifactor authentication enhances the security of
your Workday account by using a secondary device
to verify your identity.

You have 3 sign-ins remaining before a verification

code is required.

Email

Receive an email containing a one-time
passcode

Authenticator App

Enter a one-time passcode using your
authenticator app

( Maybe Later )

a. The email option will go to the employee’s work email address, and they will
likely be unable to access this. DO NOT USE THIS OPTION.
b. The Authenticator App will require that the user download a third-party app
such as Google Authenticator or 2FAS. These options are free.
4. The system will provide a QR code. The user will use the third-party app to scan the QR
code.
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5. The employee will enter the six-digit code generated by the app, then select Next.
6. The employee should save the backup codes they see on the screen. This will get them
back into Workday in case they lose their device.

Success!

Keep these backup codes somewhere safe but
accessible. You can use each backup code once.

Backup Codes

747386 069363 115523
033405 763478 691246

7. Select Done.
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