MCSO — OKTA, MultiFactor Authentication Setup Procedure: 1AS
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MCSO will be utilizing the OKTA cloud platform, along with other Maricopa County agencies, to work
towards a shared application environment allowing Single Sign On capabilities (SSO).

How to setup your MCSO Okta Multi-Factor Authentication (MFA):

1. Go to https://MCSO.okta.com , under Username type your work email address
userID@MCSO.Maricopa.gov then click Next.

okta

SignIn

Username

mcsookta@mcso.maricopa.gov

Password
ssssscssssss o
Keep me signed in
Sign in
Forgo a ord?
Unlock account?

2. In the Password field type the password you use to login to the computer and click the Sign In
Button.
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3. In the Setup security methods screen, one of the three options is required (multiple can be setup)

click on the Setup button.

Set up security methods

& mcsookta@mcso.maricopa.gov

Security methods help protect your Okta
account by ensuring only you have access.

Set up required

e Okta Verify
Okta Verify is an authenticator app
installed on your phone, used to
prove your identity

Set up

\. Phone

Verify with a code sent to your phone
Set up

a Security Question
Choose a security question and
answer that will be used for signing
in

Set up

4. In the Setup phone Authentication screen Select SMS if you have a County provided Cell phone

otherwise select Voice Call and type your desk phone number.

Set up phone authentication

@ mcsookta@mcso.maricopa.gov

Enter your phone number to receive a
verification code via SMS.

(® sMms

Voice call

Country

United States M

Phone number

602-555-1234

Receive a code via SMS

Return to authenticator list

Back to sign in
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If you select SMS, follow steps below:
a) Type your work phone number in the Phone number field and click the Receive a code via
SMS button.

Set up phone authentication

®) mcsookta@mecso.maricopa.gov

A code was sent to your phone. Enter the
code below to verify.
Carrier messaging charges may apply

Enter Code

929778

Return to authenticator list

Back to sign in

b) A code will be sent to your phone, type the code you received in the Enter Code field
and click the Verify button.

5. Another option is to Select Okta Verify, Download the iPhone app in the Company Portal or App Store
if you have a County provided Cell phone.
a) Scan the barcode within the Okta Verify app.
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6. Last option is Security Questions, select default questions or create your own.

Set up security question

@ mcsookta@mcso.maricopa.gov
(®) Choose a security question
Create my own security question

Choose a security question

What is the food you least liked as a chi..

Answer

Return to authenticator list

Back to sign in

Procedure: 1AS

7. After setting up one or more multi-factor authenicators you will be logged into the Okta Dashboard.

You will have a list of Applications as seen below.

okta T

A MyApps

My Apps
Work
@ Work
Add section @
A Notifications 7N m @ .-
workday ] : wdrkday
Workday ADP TheHUB Workday (Training)

@ Add section

MCso
mcso

MCSO Okta
mcsookta@mcso.maricopa.gov
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