
 
 
 
 

 
HSIN Emergency Services Monthly Update 

 
January 2015 

 
This newsletter provides an inclusive list of Federal, state, local, tribal and territorial 
documents posted in the Homeland Security Information Network (HSIN), Emergency 
Services (ES).   

 

CBRNE (State & Local) 

Hoax Hand Grenade Air Freshener Wake County EMS MIU 

CONTROLLED DANGERS SUBSTANCES/DRUGS (State & Local) 

Drug Infused Candy Found on Local College 
Campuses 

PaCIC/ROIC 

Monthly Drug Environment Report - November-
December 2014 

New Hampshire Information and Analysis 
Center (NHIAC) 

Baseline of Wholesale Narcotics Trafficking 
Operations in California 

CA State Threat Assessment Center (STAC) 

CYBER SECURITY (State & Local) 

Cyber WIRe January 28, 2015 Virginia Fusion Center (VFC) 

Unidentified Hackers Targeting German Industrial 
Control System Cause 2nd Known Incident of 
Physical Damage 

CA State Threat Assessment Center (STAC) 

Increase in Simple Service Discovery Protocol 
Distributed Denial of Service Attacks 

SD-LECC/FBI/Center for Internet Security 

Cyber WIRe January 21, 2015 Virginia Fusion Center (VFC) 

Malicious Cyber Activities by Pro-ISIS Group Team 
System Dz 

Virginia Fusion Center (VFC) 

Phishing Email Sent to LA-SAFE Email Groups Louisiana State Analytical and Fusion 
Center (LA-SAFE) 

WRTAC Cybersecurity Awareness Guide - 
Smartphone Safety 

Washington Regional Threat and Analysis 
Center (WRTAC) 

Cyber WIRe January 14, 2015 Virginia Fusion Center (VFC) 

https://hsin.dhs.gov/collab/ES/Pages/default.aspx
https://hsin.dhs.gov/collab/ES/Pages/default.aspx
https://hsin.dhs.gov/collab/ES/CBRNE/Hoax%20Hand%20Grenade%20Air%20Freshener.pdf
https://hsin.dhs.gov/collab/ES/CDSDrugs/Drug%20Infused%20Candy%20Found%20on%20Local%20College%20Campuses.pdf
https://hsin.dhs.gov/collab/ES/CDSDrugs/Drug%20Infused%20Candy%20Found%20on%20Local%20College%20Campuses.pdf
https://hsin.dhs.gov/collab/ES/CDSDrugs/Monthly%20Drug%20Environment%20Report%20-%20November-December%202014.pdf
https://hsin.dhs.gov/collab/ES/CDSDrugs/Monthly%20Drug%20Environment%20Report%20-%20November-December%202014.pdf
https://hsin.dhs.gov/collab/ES/CDSDrugs/Baseline%20of%20Wholesale%20Narcotics%20Trafficking%20Operations%20in%20California.pdf
https://hsin.dhs.gov/collab/ES/CDSDrugs/Baseline%20of%20Wholesale%20Narcotics%20Trafficking%20Operations%20in%20California.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security/Cyber%20WIRe%20January%2028,%202015.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security/Unidentified%20Hackers%20Targeting%20German%20Industrial%20Control%20System%20Cause%202nd%20Known%20Incident%20of%20Physical%20Damage.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security/Unidentified%20Hackers%20Targeting%20German%20Industrial%20Control%20System%20Cause%202nd%20Known%20Incident%20of%20Physical%20Damage.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security/Unidentified%20Hackers%20Targeting%20German%20Industrial%20Control%20System%20Cause%202nd%20Known%20Incident%20of%20Physical%20Damage.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security/Increase%20in%20Simple%20Service%20Discovery%20Protocol%20Distributed%20Denial%20of%20Service%20Attacks.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security/Increase%20in%20Simple%20Service%20Discovery%20Protocol%20Distributed%20Denial%20of%20Service%20Attacks.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security/Cyber%20WIRe%20January%2021,%202015.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security/Malicious%20Cyber%20Activities%20by%20Pro-ISIS%20Group%20Team%20System%20Dz.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security/Malicious%20Cyber%20Activities%20by%20Pro-ISIS%20Group%20Team%20System%20Dz.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security/Phishing%20Email%20Sent%20to%20LA-SAFE%20Email%20Groups.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security/WRTAC%20Cybersecurity%20Awareness%20Guide%20-%20Smartphone%20Safety%20(20150115).pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security/WRTAC%20Cybersecurity%20Awareness%20Guide%20-%20Smartphone%20Safety%20(20150115).pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security/Cyber%20WIRe%20January%2014,%202015.pdf


Conficker Malware Beacons Observed from a 
Critical Infrastructure Partner 

San Diego Law Enforcement Coordination 
Center (SD-LECC) 

Cyber Security Outlook Oregon Titan Fusion Center (TITAN) 

Possible Reconnaissance of Military Units via Social 
Media 

Colorado Information Analysis Center 
(CIAC) 

Cyber WIRe January 7, 2015 Virginia Fusion Center (VFC) 

Cyber Awareness Monthly - January 2015 Maryland Coordination and Analysis Center 
(MCAC) 

January 2015 Cyber Report Pennsylvania Criminal Intelligence Center 
(PaCIC) 

Malicious Cyber Actors Attempt to Disrupt LE and 
Govt Websites 

Wisconsin Statewide Intelligence Center 
(WSIC) 

OTHER (State & Local) 

Taxpayers Beware of Calls from IRS Impersonators 
this Filing Season 

North Dakota State & Local Intelligence 
Center (NDSLIC) 

Commercial College Party Businesses Touring 
Campuses 

Pennsylvania Criminal Intelligence Center 
(PaCIC) 

Suspicious Activity Report - Port of Portland Oregon Titan Fusion Center (TITAN) 

Beware of IRS Phone Scams Northern Nevada Regional Intelligence 
Center (NNRIC) 

MI FluFocus-Jan. 28, 2015 MDCH - OPHP 

Suspicious Activity Reported at Local Urgent Care 
Units and Facilities 

Colorado Information Analysis Center 
(CIAC) 

Impersonation of Wisconsin-based Hospital’s Chief 
Operating Officer to Obtain Electronics in a Mass-
Marketing Fraud Scheme 

Wisconsin Statewide Intelligence Center 
(WSIC) 

NVRIC SA 15-02 Suspicious Encounters Involving 
Northern Virginia Firefighters 

Northern Virginia Regional Intelligence 
Center (NVRIC) 

Damage to USDOT-FAA Towers on Peavine Peak Northern Nevada Regional Intelligence 
Center (NNRIC) 

MI FluFocus-Jan. 21, 2015 MDCH - OPHP 

Update - Highly Pathogenic Avian Influenza 
Outbreak 

Washington State Fusion Center (WSFC) 

GIFT CARD SCAM OPERATING IN MICHIGAN AND 
POSSIBLY OTHER STATES 

Michigan Operations Intelligence Center 
(MIOC) 

Drone Incursions Rise in Restricted Spaces CA Joint Regional Intelligence Center (JRIC) 

Interference with GPS Signals due to Testing Utah Statewide Information & Analysis 
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https://hsin.dhs.gov/collab/ES/Cyber%20Security/Conficker%20Malware%20Beacons%20Observed%20from%20a%20Critical%20Infrastructure%20Partner.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security/Conficker%20Malware%20Beacons%20Observed%20from%20a%20Critical%20Infrastructure%20Partner.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security/Cyber%20Security%20Outlook.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security/Possible%20Reconnaissance%20of%20Military%20Units%20via%20Social%20Media.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security/Possible%20Reconnaissance%20of%20Military%20Units%20via%20Social%20Media.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security/Cyber%20WIRe%20January%207,%202015.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security/Cyber%20Awareness%20Monthly%20-%20January%202015.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security/January%202015%20Cyber%20Report.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security/Malicious%20Cyber%20Actors%20Attempt%20to%20Disrupt%20LE%20and%20Govt%20Websites.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security/Malicious%20Cyber%20Actors%20Attempt%20to%20Disrupt%20LE%20and%20Govt%20Websites.pdf
https://hsin.dhs.gov/collab/ES/Other/Taxpayers%20Beware%20of%20Calls%20from%20IRS%20Impersonators%20this%20Filing%20Season.pdf
https://hsin.dhs.gov/collab/ES/Other/Taxpayers%20Beware%20of%20Calls%20from%20IRS%20Impersonators%20this%20Filing%20Season.pdf
https://hsin.dhs.gov/collab/ES/Other/Commercial%20College%20Party%20Businesses%20Touring%20Campuses.pdf
https://hsin.dhs.gov/collab/ES/Other/Commercial%20College%20Party%20Businesses%20Touring%20Campuses.pdf
https://hsin.dhs.gov/collab/ES/Other/Suspicious%20Activity%20Report%20-%20Port%20of%20Portland.pdf
https://hsin.dhs.gov/collab/ES/Other/Beware%20of%20IRS%20Phone%20Scams.pdf
https://hsin.dhs.gov/collab/ES/Other/MI%20FluFocus-Jan.%2028,%202015.pdf
https://hsin.dhs.gov/collab/ES/Other/Suspicious%20Activity%20Reported%20at%20Local%20Urgent%20Care%20Units%20and%20Facilites.pdf
https://hsin.dhs.gov/collab/ES/Other/Suspicious%20Activity%20Reported%20at%20Local%20Urgent%20Care%20Units%20and%20Facilites.pdf
https://hsin.dhs.gov/collab/ES/Other/Impersonation%20of%20Wisconsin-based%20Hospital%E2%80%99s%20Chief%20Operating%20Officer%20to%20Obtain%20Electronics%20in%20a%20Mass-Marketing%20Fraud%20Scheme.pdf
https://hsin.dhs.gov/collab/ES/Other/Impersonation%20of%20Wisconsin-based%20Hospital%E2%80%99s%20Chief%20Operating%20Officer%20to%20Obtain%20Electronics%20in%20a%20Mass-Marketing%20Fraud%20Scheme.pdf
https://hsin.dhs.gov/collab/ES/Other/Impersonation%20of%20Wisconsin-based%20Hospital%E2%80%99s%20Chief%20Operating%20Officer%20to%20Obtain%20Electronics%20in%20a%20Mass-Marketing%20Fraud%20Scheme.pdf
https://hsin.dhs.gov/collab/ES/Other/NVRIC%20SA%2015-02%20Suspicious%20Encounters%20Involving%20Northern%20Virginia%20Firefighters.pdf
https://hsin.dhs.gov/collab/ES/Other/NVRIC%20SA%2015-02%20Suspicious%20Encounters%20Involving%20Northern%20Virginia%20Firefighters.pdf
https://hsin.dhs.gov/collab/ES/Other/Damage%20to%20USDOT-FAA%20Towers%20on%20Peavine%20Peak.pdf
https://hsin.dhs.gov/collab/ES/Other/MI%20FluFocus-Jan.%2021,%202015.pdf
https://hsin.dhs.gov/collab/ES/Other/Update%20-%20Highly%20Pathogenic%20Avian%20Influenza%20Outbreak.pdf
https://hsin.dhs.gov/collab/ES/Other/Update%20-%20Highly%20Pathogenic%20Avian%20Influenza%20Outbreak.pdf
https://hsin.dhs.gov/collab/ES/Other/GIFT%20CARD%20SCAM%20OPERATING%20IN%20MICHIGAN%20AND%20POSSIBLY%20OTHER%20STATES.pdf
https://hsin.dhs.gov/collab/ES/Other/GIFT%20CARD%20SCAM%20OPERATING%20IN%20MICHIGAN%20AND%20POSSIBLY%20OTHER%20STATES.pdf
https://hsin.dhs.gov/collab/ES/Other/Drone%20Incursions%20Rise%20in%20Restricted%20Spaces.pdf
https://hsin.dhs.gov/collab/ES/Other/Interference%20with%20GPS%20Signals%20due%20to%20Testing.pdf


Center (SIAC) 

Threatening Letters Received by Michigan Police 
Departments and Educational Institutions 

Michigan Operations Intelligence Center 
(MIOC) 

MI FluFocus-Jan 14 2015 MDCH - OPHP 

Bend Rail Incident - Closeout Report Oregon Titan Fusion Center (TITAN) 

Suspicious Activity at Orange County Mosque Orange County (CA) Intelligence 
Assessment Center (OCIAC) 

MI FluFocus-Jan. 7, 2015 MDCH - OPHP 

Gunman Kills Doctor Then Himself at VA Hospital in 
El Paso Texas 

NYPD Counterterrorism Bureau 

Re-Emergence of Common Law Grand Juries in MT 
Could be Used by Sovereign Citizen Extremists as 
an Intimidation Tactic 

Montana Analysis & Technical Information 
Center (MATIC) 

SPECIAL EVENTS – LISTS & THREAT ASSESSMENTS (State & Local) 

Pro-Gun Rally Feb 9, 2015 Oregon Titan Fusion Center (TITAN) 

Special Events January 20-26, 2015 Virginia Fusion Center (VFC) 

STAND WITH PROPHET DEMONSTRATION Oregon Titan Fusion Center (TITAN) 

Dr. Martin Luther King Jr. Parade Event Assessment Southern Nevada Counter Terrorism Center 
(SNCTC) 

Keystone XL Pipeline Protests at Federal Facilities Oregon Titan Fusion Center (TITAN) 

Westboro Baptist Church Protests in Oregon Oregon Titan Fusion Center (TITAN) 

TERRORISM (State & Local) 

Inspire Magazine Calls for Attacks on US Aviation CA Joint Regional Intelligence Center (JRIC) 

Hotel Attack in Tripoli Libya NYPD Counterterrorism Bureau 

Social Media Corner - Jihadist news Report Issue 2 Central Florida Intelligence Exchange 
(CFIX) 

Recent Attacks May Indicate Changing Threat 
Environment for Individuals Named in Death 
Fatwas 

CA Joint Regional Intelligence Center (JRIC) 

Current Global Terrorism Highlights Need for 
Vigilance and Terrorism Indicator Awareness in the 
First Responder Community 

SD-LECC/FBI 

Trial of Khalid al-Fawwaz NYPD Counterterrorism Bureau 

Belgium Counterterrorism Operation NYPD Counterterrorism Bureau 

Maryland 2014 International Terrorism Threat Maryland Coordination and Analysis Center 
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https://hsin.dhs.gov/collab/ES/Other/Threatening%20Letters%20Received%20by%20Michigan%20Police%20Departments%20and%20Educational%20Institutions.pdf
https://hsin.dhs.gov/collab/ES/Other/Threatening%20Letters%20Received%20by%20Michigan%20Police%20Departments%20and%20Educational%20Institutions.pdf
https://hsin.dhs.gov/collab/ES/Other/MI%20FluFocus-Jan%2014%202015.pdf
https://hsin.dhs.gov/collab/ES/Other/Bend%20Rail%20Incident%20-%20Closeout%20Report.pdf
https://hsin.dhs.gov/collab/ES/Other/Suspicious%20Activity%20at%20Orange%20County%20Mosque.pdf
https://hsin.dhs.gov/collab/ES/Other/MI%20FluFocus-Jan.%207,%202015.pdf
https://hsin.dhs.gov/collab/ES/Other/Gunman%20Kills%20Doctor%20Then%20Himself%20at%20VA%20Hospital%20in%20El%20Paso%20Texas.pdf
https://hsin.dhs.gov/collab/ES/Other/Gunman%20Kills%20Doctor%20Then%20Himself%20at%20VA%20Hospital%20in%20El%20Paso%20Texas.pdf
https://hsin.dhs.gov/collab/ES/Other/Re-Emergence%20of%20Common%20Law%20Grand%20Juries%20in%20MT%20Could%20be%20USed%20by%20Sovereign%20Citizen%20Extremists%20as%20an%20Intimidation%20Tactic.pdf
https://hsin.dhs.gov/collab/ES/Other/Re-Emergence%20of%20Common%20Law%20Grand%20Juries%20in%20MT%20Could%20be%20USed%20by%20Sovereign%20Citizen%20Extremists%20as%20an%20Intimidation%20Tactic.pdf
https://hsin.dhs.gov/collab/ES/Other/Re-Emergence%20of%20Common%20Law%20Grand%20Juries%20in%20MT%20Could%20be%20USed%20by%20Sovereign%20Citizen%20Extremists%20as%20an%20Intimidation%20Tactic.pdf
https://hsin.dhs.gov/collab/ES/Special%20Events%20%20Lists%20%20Threat%20Assessments%20SLTT/Pro-Gun%20Rally%20Feb%209,%202015.pdf
https://hsin.dhs.gov/collab/ES/Special%20Events%20%20Lists%20%20Threat%20Assessments%20SLTT/Special%20Events%20January%2020-26,%202015.pdf
https://hsin.dhs.gov/collab/ES/Special%20Events%20%20Lists%20%20Threat%20Assessments%20SLTT/STAND%20WITH%20PROPHET%20DEMONSTRATION.pdf
https://hsin.dhs.gov/collab/ES/Special%20Events%20%20Lists%20%20Threat%20Assessments%20SLTT/Dr.%20Martin%20Luther%20King%20Jr.%20Parade%20Event%20Assessment.pdf
https://hsin.dhs.gov/collab/ES/Special%20Events%20%20Lists%20%20Threat%20Assessments%20SLTT/Keystone%20XL%20Pipeline%20Protests%20at%20Federal%20Facilities.pdf
https://hsin.dhs.gov/collab/ES/Special%20Events%20%20Lists%20%20Threat%20Assessments%20SLTT/Westboro%20Baptist%20Church%20Protests%20in%20Oregon.pdf
https://hsin.dhs.gov/collab/ES/Terrorism/Inspire%20Magazine%20Calls%20for%20Attacks%20on%20US%20Aviation.pdf
https://hsin.dhs.gov/collab/ES/Terrorism/Hotel%20Attack%20in%20Tripoli%20Libya.pdf
https://hsin.dhs.gov/collab/ES/Terrorism/Social%20Media%20Corner%20-%20Jihadist%20news%20Report%20Issue%202.pdf
https://hsin.dhs.gov/collab/ES/Terrorism/Recent%20Attacks%20May%20Indicate%20Changing%20Threat%20Enivronment%20for%20Individuals%20Named%20in%20Death%20Fatwas.pdf
https://hsin.dhs.gov/collab/ES/Terrorism/Recent%20Attacks%20May%20Indicate%20Changing%20Threat%20Enivronment%20for%20Individuals%20Named%20in%20Death%20Fatwas.pdf
https://hsin.dhs.gov/collab/ES/Terrorism/Recent%20Attacks%20May%20Indicate%20Changing%20Threat%20Enivronment%20for%20Individuals%20Named%20in%20Death%20Fatwas.pdf
https://hsin.dhs.gov/collab/ES/Terrorism/Current%20Global%20Terrorism%20Highlights%20Need%20for%20Vigilance%20and%20Terrorism%20Indicator%20Awareness%20in%20the%20First%20Responder%20Community.pdf
https://hsin.dhs.gov/collab/ES/Terrorism/Current%20Global%20Terrorism%20Highlights%20Need%20for%20Vigilance%20and%20Terrorism%20Indicator%20Awareness%20in%20the%20First%20Responder%20Community.pdf
https://hsin.dhs.gov/collab/ES/Terrorism/Current%20Global%20Terrorism%20Highlights%20Need%20for%20Vigilance%20and%20Terrorism%20Indicator%20Awareness%20in%20the%20First%20Responder%20Community.pdf
https://hsin.dhs.gov/collab/ES/Terrorism/Trial%20of%20Khalid%20al-Fawwaz.pdf
https://hsin.dhs.gov/collab/ES/Terrorism/Belgium%20Counterterrorism%20Operation.pdf
https://hsin.dhs.gov/collab/ES/Terrorism/Maryland%202014%20International%20Terrorism%20Threat.pdf


(MCAC) 

Updated Paris Assessment NYPD Counterterrorism Bureau 

Social Media Corner - Jihadist News Report Issue 1 Central Florida Intelligence Exchange 
(CFIX) 

11 Dead, 10 wounded in Paris Terror Attack Metropolitan Transportation Authority 
Police Department 

Attack on French Magazine Charlie Hebdo in Paris NYPD Counterterrorism Bureau 

Suicide Bombing at Turkish Police Station NYPD Counterterrorism Bureau 

Increase in Lone Wolf Attacks Pennsylvania Criminal Intelligence Center 
(PaCIC) 

STATE & LOCAL FUSION CENTER PERIODICALS 

AFC Private Sector Newsletter (archived) Alabama Fusion Center (AFC) 

ARIC Quarterly SAR Report Austin Regional Intelligence Center (ARIC) 

Critical Infrastructure Monthly Open Source Review Massachusetts Commonwealth Fusion Center 

The Watchline FDNY Center for Counter Terrorism & Domestic 
Preparedness (CTDP) 

Fire, HazMat, and EMS Intelligence Bulletin Georgia Information Sharing and Analysis 
Center (GISAC) 

Force Multiplier California Joint Regional Intelligence Center 
(JRIC) 

KCTEW Bulletin Kansas City (MO) Regional TEW (KCTEW) 

The Hawk Kentucky Intelligence Fusion Center (KIFC) 

MCAC Fire/EMS/EM Information Sharing Bulletin Maryland Coordination & Analysis Center 
(MCAC) 

MN Fusion Center Weekly Partner Brief Minnesota Fusion Center  

ND Anti-Terrorism Weekly Summary North Dakota State & Local Intelligence Center 
(NDSLIC) 

NHIAC All Hazards Digest New Hampshire Information & Analysis Center 
(NHIAC) 

NJ OHSP Weekly Intelligence Updates New Jersey Office of Homeland Security & 
Preparedness 

NNRIC Bi-Weekly Briefing Northern Nevada Regional Intelligence Center 
(NNRIC) 

Weekly Fire-EMS Bulletin Northern Virginia Regional Intelligence Center 
(NVRIC) 

Crossfire New York State Intelligence Center (NYSIC) 

CBRN Weekly New York Police Department (NYPD) 
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https://hsin.dhs.gov/collab/ES/Terrorism/Updated%20Paris%20Assessment.pdf
https://hsin.dhs.gov/collab/ES/Terrorism/Social%20Media%20Corner%20-%20Jihadist%20News%20Report%20Issue%201.pdf
https://hsin.dhs.gov/collab/ES/Terrorism/11%20Dead,%2010%20wounded%20in%20Paris%20Terror%20Attack.pdf
https://hsin.dhs.gov/collab/ES/Terrorism/Attack%20on%20French%20Magazine%20Charlie%20Hebdo%20in%20Paris.pdf
https://hsin.dhs.gov/collab/ES/Terrorism/Suicide%20Bombing%20at%20Turkish%20Police%20Station.pdf
https://hsin.dhs.gov/collab/ES/Terrorism/Increase%20in%20Lone%20Wolf%20Attacks.pdf
https://hsin.dhs.gov/collab/ES/AFC%20Private%20Sector%20Newsletter/Forms/AllItems.aspx
https://hsin.dhs.gov/collab/ES/ARIC%20Quarterly%20SAR%20Report/Forms/AllItems.aspx
https://hsin.dhs.gov/collab/ES/CFC%20Critical%20Infrastructure%20Monthly%20Open%20Source%20Re/Forms/WebPageView.aspx
https://hsin.dhs.gov/collab/ES/FDNY%20Watchline/Forms/AllItems.aspx
https://hsin.dhs.gov/collab/ES/Fire%20HazMat%20%20EMS%20Intelligence%20Bulletin%20GA/Forms/AllItems.aspx
https://hsin.dhs.gov/collab/ES/JRIC%20Force%20Multiplier/Forms/AllItems.aspx
https://hsin.dhs.gov/collab/ES/KCTEW%20All%20Disciplines%20Bulletin/Forms/AllItems.aspx
https://hsin.dhs.gov/collab/ES/KIFC%20%20HAWK/Forms/AllItems.aspx
https://hsin.dhs.gov/collab/ES/MCAC%20FireEMSEM%20Information%20Sharing%20Bulletin/Forms/AllItems.aspx
https://hsin.dhs.gov/collab/ES/Minnesota%20Fusion%20Center%20Weekly%20Partner%20Brief/Forms/AllItems.aspx
https://hsin.dhs.gov/collab/ES/ND%20AntiTerrorism%20Weekly%20Summary/Forms/AllItems.aspx
https://hsin.dhs.gov/collab/ES/NHIAC%20All%20Hazards%20Digest/Forms/AllItems.aspx
https://hsin.dhs.gov/collab/ES/NJ%20OHSP%20Weekly%20Intelligence%20Update/Forms/WebPageView.aspx
https://hsin.dhs.gov/collab/ES/NNRIC%20BiWeekly%20Briefing/Forms/WebPageView.aspx
https://hsin.dhs.gov/collab/ES/NVRIC%20Weekly%20FireEMS%20Bulletin/Forms/AllItems.aspx
https://hsin.dhs.gov/collab/ES/NY%20State%20Intelligence%20Center%20Crossfire/Forms/AllItems.aspx
https://hsin.dhs.gov/collab/ES/NYPD%20CBRN%20Weekly/Forms/AllItems.aspx


CI - KR Monthly Report Pennsylvania Criminal Intelligence Center 
(PaCIC) 

Pittsburgh Regional Intelligence Brief Region 13 Fusion Center (Pittsburgh, PA) 

SD-LECC Extremism Open Source Bulletin San Diego – Law Enforcement Coordination 
Center (SD-LECC) 

Emergency Services Chronicle San Diego – Law Enforcement Coordination 
Center (SD-LECC) 

SC Fusion Center Information Bulletin South Carolina Fusion Center (SCFC) 

STAC Bi-Weekly Review California State Threat Assessment Center 
(STAC) 

STAC Information Sharing Environment Bi-Monthly California State Threat Assessment Center 
(STAC) 

WA State Fusion Center Insider Washington State Fusion Center (WSFC) 

WRTAC Weekly Summary of Threats, Incidents, and TTP 
(archived) 

Washington Regional Threat & Analysis Center 
(WRTAC) 

WSIC Weekly Bulletin Wisconsin Statewide Information Center (WSIC) 

JCAT 

ISIL Adherents Using Social Media as Radicalization 
and Mobilization Tool 

National Counterterrorism Center (NCTC) 

FEDERAL DOCUMENTS 

Stolen Radioactive Material - College Park, GA Domestic Nuclear Detection Office (DNDO) 

Terrorists Encouraging Use of Propane Cylinders as 
Improvised Explosive Devices 

DHS/FBI 

Indicators of Suspicious Activity - Commercially 
Available Homemade Explosives and 
Methamphetamine Precursors 

DHS/FBI 

Concealment of Narcotics in a Safe, Capable of 
Being Booby Trapped 

FBI San Diego Division 

Methoxetamine Identified in Pittsburgh, 
Pennsylvania 

DEA Philadelphia Division 

FBI Liaison Alert - Cyber Actors Compromised 
Sensitive and PII from US Com and Govt Networks 

FBI 

Utilization of MobilePatrol Public Safety App on 
Mobile Devices by Street Gang Members to Track 
LE Arrests 

FBI Chicago Division 

Steganography as a Means to Deliver Malware USSS/DHS 

Social Security Text-Message Phishing Scheme US Social Security Administration/OIG 

TSA Cyber Security News 2015 Issue 4 TSA 
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https://hsin.dhs.gov/collab/ES/PaCIC%20Critical%20InfrastructureKey%20Resources%20Newslet/Forms/AllItems.aspx
https://hsin.dhs.gov/collab/ES/Pittsburgh%20Region%20Intelligence%20Brief%20PRIB/Forms/AllItems.aspx
http://www.linkedin.com/profile/view?id=36419561&trk=nav_responsive_tab_profilehttps://hsin.dhs.gov/collab/ES/SDLECC%20Extremism%20Open%20Source%20Bulletin/Forms/AllItems.aspx
https://hsin.dhs.gov/collab/ES/Emergency%20Services%20Chronicle%20%20SDLECC/Forms/AllItems.aspx
https://hsin.dhs.gov/collab/ES/SC%20Fusion%20Center%20Information%20Bulletin/Forms/AllItems.aspx
https://hsin.dhs.gov/collab/ES/STAC%20BiWeekly%20Review/Forms/AllItems.aspx
https://hsin.dhs.gov/collab/ES/STAC%20Information%20Sharing%20Environment%20BiMonthly/Forms/AllItems.aspx
https://hsin.dhs.gov/collab/ES/Backdraft%20WA%20State%20Fusion%20Center/Forms/AllItems.aspx
https://hsin.dhs.gov/collab/ES/WRTAC%20BiWeekly%20AllHazards%20Open%20Source/Forms/AllItems.aspx
https://hsin.dhs.gov/collab/ES/WSIC%20Weekly%20FOUO%20Bulletin/Forms/WebPageView.aspx
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https://hsin.dhs.gov/collab/ES/NCTC%20Products/ISIL%20Adherents%20Using%20Social%20Media%20as%20Radicalization%20and%20Mobilization%20Tool%20-%2020150116.pdf
https://hsin.dhs.gov/collab/ES/CBRNE%20Federal/Stolen%20Radioactive%20Material%20-%20College%20Park,%20GA.pdf
https://hsin.dhs.gov/collab/ES/CBRNE%20Federal/Terrorists%20Encouraging%20Use%20of%20Propane%20Cylinders%20as%20Improvised%20Explosive%20Devices.pdf
https://hsin.dhs.gov/collab/ES/CBRNE%20Federal/Terrorists%20Encouraging%20Use%20of%20Propane%20Cylinders%20as%20Improvised%20Explosive%20Devices.pdf
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https://hsin.dhs.gov/collab/ES/CBRNE%20Federal/Indicators%20of%20Suspicious%20Activity%20-%20Commercially%20Available%20Homemade%20Explosives%20and%20Methamphetamine%20Precursors.pdf
https://hsin.dhs.gov/collab/ES/CBRNE%20Federal/Indicators%20of%20Suspicious%20Activity%20-%20Commercially%20Available%20Homemade%20Explosives%20and%20Methamphetamine%20Precursors.pdf
https://hsin.dhs.gov/collab/ES/Controlled%20Dangerous%20SubstancesDrugs%20Federal%20Produ/Concealment%20of%20Narcotics%20in%20a%20Safe,%20Capable%20of%20Being%20Booby%20Trapped.pdf
https://hsin.dhs.gov/collab/ES/Controlled%20Dangerous%20SubstancesDrugs%20Federal%20Produ/Concealment%20of%20Narcotics%20in%20a%20Safe,%20Capable%20of%20Being%20Booby%20Trapped.pdf
https://hsin.dhs.gov/collab/ES/Controlled%20Dangerous%20SubstancesDrugs%20Federal%20Produ/Methoxetamine%20Identified%20in%20Pittsburgh,%20Pennsylvania.pdf
https://hsin.dhs.gov/collab/ES/Controlled%20Dangerous%20SubstancesDrugs%20Federal%20Produ/Methoxetamine%20Identified%20in%20Pittsburgh,%20Pennsylvania.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security%20Federal%20Documents/FBI%20Liaison%20Alert%20-%20Cyber%20Actors%20Compromised%20Sensitive%20and%20PII%20from%20US%20Com%20and%20Govt%20Networks.PDF
https://hsin.dhs.gov/collab/ES/Cyber%20Security%20Federal%20Documents/FBI%20Liaison%20Alert%20-%20Cyber%20Actors%20Compromised%20Sensitive%20and%20PII%20from%20US%20Com%20and%20Govt%20Networks.PDF
https://hsin.dhs.gov/collab/ES/Cyber%20Security%20Federal%20Documents/Utilization%20of%20MobilePatrol%20Public%20Safety%20App%20on%20Mobile%20Devices%20by%20Street%20Gang%20Members%20to%20Track%20LE%20Arrests.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security%20Federal%20Documents/Utilization%20of%20MobilePatrol%20Public%20Safety%20App%20on%20Mobile%20Devices%20by%20Street%20Gang%20Members%20to%20Track%20LE%20Arrests.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security%20Federal%20Documents/Utilization%20of%20MobilePatrol%20Public%20Safety%20App%20on%20Mobile%20Devices%20by%20Street%20Gang%20Members%20to%20Track%20LE%20Arrests.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security%20Federal%20Documents/Steganography%20as%20a%20Means%20to%20Deliver%20Malware.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security%20Federal%20Documents/Social%20Security%20Text-Message%20Phishing%20Scheme.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security%20Federal%20Documents/TSA%20Cyber%20Security%20News2015%20Issue4.pdf


Cyber News Spotlight December 2014 DHS 

Business Email Compromise FBI 

ISIL Supporters Compromise Websites and Social 
Media Accounts Affiliated with US Local Media and 
US Military 

DHS/FBI 

Malicious Cyber Actors Target US Universities and 
Colleges 

DHS 

FBI FLASH - CENTCOM Hacker IP Addresses 
Released by Anonymous 

FBI 

Perpetrators Use Social Engineering Techniques to 
Solicit Customer Information from Telecom 
Company Employees 

FBI Cyber Division 

Joint FCC-DHS Bulletin for First Responders (Signal 
Jammers) 

FCC/DHS 

Cyber Criminals' Increasing Use of Anonymizing 
Tools for Ransomware Infrastructure Hinders 
Investigative Efforts 

FBI Richmond Division 

Doxing Leads to Future Targeting Center for Internet Security/MS-ISAC 

JSETA Super Bowl XLIX University of Phoenix 
Stadium, Glendale, Arizona 

DHS FBI 

Sector Resilience Report - Transportation - 
Passenger Rail Resilience 

DHS Office of Cyber & Infrastructure 
Analysis (OCIO) 

2015 State of the Union Address Washington, DC DHS/FBI/WRTAC/U.S. Capitol Police 

Criminals Can Use Infrared Cameras to Steal 
Personal Identification Numbers and Access Codes 

FBI Criminal Investigative Division 

Sector Resilience Report - Stadium and Arena DHS Office of Cyber and Infrastructure 
Analysis 

Militia Extremists Demonstrate Potential to 
Collaborate Nationally Over Diverse Issues 

FBI Counterterrorism Division 

Best Practices for Improved Robustness of Time 
and Frequency Sources in Fixed Locations 

US Coast Guard 

FCC-DHS Bulletin for First Responders - Signal 
Jammers 

DHS/FCC 

Research Findings - Use of Social Media by UK and 
US Foreign Fighters in Syria 

DHS/Joint Terrorism Analysis Centre of the 
United Kingdom 

Ohio-Based Subject Arrested by the FBI for 
Attempting to Kill a US Government Officer 

DHS/FBI 

ISLAMIC STATE GRAFFITI Symbol Intelligence Group 
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https://hsin.dhs.gov/collab/ES/Cyber%20Security%20Federal%20Documents/Cyber%20News%20Spotlight%20December%202014.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security%20Federal%20Documents/Business%20Email%20Compromise.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security%20Federal%20Documents/ISIL%20Supporters%20Compromise%20Websites%20and%20Social%20Media%20Accounts%20Affiliated%20with%20US%20Local%20Media%20and%20US%20Military.pdf
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https://hsin.dhs.gov/collab/ES/Cyber%20Security%20Federal%20Documents/Malicious%20Cyber%20Actors%20Target%20US%20Universities%20and%20Colleges.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security%20Federal%20Documents/Malicious%20Cyber%20Actors%20Target%20US%20Universities%20and%20Colleges.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security%20Federal%20Documents/FBI%20FLASH%20-%20CENTCOM%20Hacker%20IP%20Addresses%20Released%20by%20Anonymous.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security%20Federal%20Documents/FBI%20FLASH%20-%20CENTCOM%20Hacker%20IP%20Addresses%20Released%20by%20Anonymous.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security%20Federal%20Documents/Perpetrators%20Use%20Social%20Engineering%20Techniques%20to%20Solicit%20Customer%20Information%20from%20Telecom%20Company%20Employees.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security%20Federal%20Documents/Perpetrators%20Use%20Social%20Engineering%20Techniques%20to%20Solicit%20Customer%20Information%20from%20Telecom%20Company%20Employees.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security%20Federal%20Documents/Perpetrators%20Use%20Social%20Engineering%20Techniques%20to%20Solicit%20Customer%20Information%20from%20Telecom%20Company%20Employees.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security%20Federal%20Documents/Joint%20FCC-DHS%20Bulletin%20for%20First%20Responders%20(Signal%20Jammers).pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security%20Federal%20Documents/Joint%20FCC-DHS%20Bulletin%20for%20First%20Responders%20(Signal%20Jammers).pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security%20Federal%20Documents/Cyber%20Criminals'%20Increasing%20Use%20of%20Anonymizing%20Tools%20for%20Ransomware%20Infrastructure%20Hinders%20Investigative%20Efforts.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security%20Federal%20Documents/Cyber%20Criminals'%20Increasing%20Use%20of%20Anonymizing%20Tools%20for%20Ransomware%20Infrastructure%20Hinders%20Investigative%20Efforts.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security%20Federal%20Documents/Cyber%20Criminals'%20Increasing%20Use%20of%20Anonymizing%20Tools%20for%20Ransomware%20Infrastructure%20Hinders%20Investigative%20Efforts.pdf
https://hsin.dhs.gov/collab/ES/Cyber%20Security%20Federal%20Documents/Doxing%20Leads%20to%20Future%20Targeting.pdf
https://hsin.dhs.gov/collab/ES/Special%20Events%20%20Lists%20%20Threat%20Assessments%20Federal/JSETA%20Super%20Bowl%20XLIX%20University%20of%20Phoenix%20Stadium,%20Glendale,%20Arizona%2001082015.pdf
https://hsin.dhs.gov/collab/ES/Special%20Events%20%20Lists%20%20Threat%20Assessments%20Federal/JSETA%20Super%20Bowl%20XLIX%20University%20of%20Phoenix%20Stadium,%20Glendale,%20Arizona%2001082015.pdf
https://hsin.dhs.gov/collab/ES/Other%20Federal%20Documents/Sector%20Resilience%20Report%20-%20Transportation%20-%20Passenger%20Rail%20Resilience.pdf
https://hsin.dhs.gov/collab/ES/Other%20Federal%20Documents/Sector%20Resilience%20Report%20-%20Transportation%20-%20Passenger%20Rail%20Resilience.pdf
https://hsin.dhs.gov/collab/ES/Other%20Federal%20Documents/2015%20State%20of%20the%20Union%20Address%20Washington,%20DC.pdf
https://hsin.dhs.gov/collab/ES/Other%20Federal%20Documents/Criminals%20Can%20Use%20Infrared%20Cameras%20to%20Steal%20Personal%20Identification%20Numbers%20and%20Access%20Codes.pdf
https://hsin.dhs.gov/collab/ES/Other%20Federal%20Documents/Criminals%20Can%20Use%20Infrared%20Cameras%20to%20Steal%20Personal%20Identification%20Numbers%20and%20Access%20Codes.pdf
https://hsin.dhs.gov/collab/ES/Other%20Federal%20Documents/Sector%20Resilience%20Report%20-%20Stadium%20and%20Arena.pdf
https://hsin.dhs.gov/collab/ES/Other%20Federal%20Documents/Militia%20Extremists%20Demonstrate%20Potential%20to%20Collaborate%20Nationally%20Over%20Diverse%20Issues.pdf
https://hsin.dhs.gov/collab/ES/Other%20Federal%20Documents/Militia%20Extremists%20Demonstrate%20Potential%20to%20Collaborate%20Nationally%20Over%20Diverse%20Issues.pdf
https://hsin.dhs.gov/collab/ES/Other%20Federal%20Documents/Best%20Practices%20for%20Improved%20Robustness%20of%20Time%20and%20Frequency%20Sources%20in%20Fixed%20Locations.pdf
https://hsin.dhs.gov/collab/ES/Other%20Federal%20Documents/Best%20Practices%20for%20Improved%20Robustness%20of%20Time%20and%20Frequency%20Sources%20in%20Fixed%20Locations.pdf
https://hsin.dhs.gov/collab/ES/Other%20Federal%20Documents/FCC-DHS%20Bulletin%20for%20First%20Responders%20-%20Signal%20Jammers.pdf
https://hsin.dhs.gov/collab/ES/Other%20Federal%20Documents/FCC-DHS%20Bulletin%20for%20First%20Responders%20-%20Signal%20Jammers.pdf
https://hsin.dhs.gov/collab/ES/Terrorism%20Federal%20Documents/Research%20Findings%20-%20Use%20of%20Social%20Media%20by%20UK%20and%20US%20Foreign%20Fighters%20in%20Syria.pdf
https://hsin.dhs.gov/collab/ES/Terrorism%20Federal%20Documents/Research%20Findings%20-%20Use%20of%20Social%20Media%20by%20UK%20and%20US%20Foreign%20Fighters%20in%20Syria.pdf
https://hsin.dhs.gov/collab/ES/Terrorism%20Federal%20Documents/Ohio-Based%20Subject%20Arrested%20by%20the%20FBI%20for%20Attempting%20to%20Kill%20a%20US%20Government%20Officer.pdf
https://hsin.dhs.gov/collab/ES/Terrorism%20Federal%20Documents/Ohio-Based%20Subject%20Arrested%20by%20the%20FBI%20for%20Attempting%20to%20Kill%20a%20US%20Government%20Officer.pdf
https://hsin.dhs.gov/collab/ES/Terrorism%20Federal%20Documents/ISLAMIC%20STATE%20GRAFFITI.pdf


ISIL and Online Supporters Continue to Encourage 
Attacks Against Law Enforcement and Government 
Personnel 

DHS/FBI/NCTC 

Tactics, Techniques, and Procedures of Paris 
Terrorist Attack 

DHS/FBI/NCTC 

Update - Tactics and Targets Observed in ISIL-
Linked Western Plotting 

DHS Office of Intelligence & Analysis 

Paris Terrorist Attack - Masked Gunmen Storm 
French Newspaper 

DHS Office of Intelligence & Analysis 

OTHER DOCUMENTS  

National Protection & Programs Directorate - Current 
Situation Reports  

National Operations Center –  
Current Situation Reports 

DHS Open Source Enterprise Daily Terrorism Report Joint Counterterrorism Assessment Team 
(JCAT) 

Real Estate-ISAC Daily Report Summary DHS Daily Open Source Infrastructure Report 

Domestic Nuclear Detection Office - The Source Healthcare/Public Health Bulletins 

Emerging Diseases FEMA Disaster Emergency Communications 
Division Newsletter 

DOE Energy Assurance Daily Training & Conference Calendar 

 
Warning: HSIN Emergency Services site contains For Official Use Only (FOUO) information.  FOUO information may be 
exempt from public release under the Freedom of Information Act (5 U.S.C. 552).  They are to be controlled, stored, 
handled, transmitted, distributed, and disposed of in accordance with DHS policy relating to FOUO information and are 
not to be released to the public, the media, or other personnel who do not have the valid need to know without prior 
approval of the document originator. 
 
HSIN Emergency Services  
HSIN-ES contains FOUO threat and vulnerability information, as well as critical infrastructure protection 
information announcements, alerts, advisories, training and conferences, updated products, news feeds, 
and other useful links for the leadership of the Emergency Services Sector (ESS).  
 
HSIN Access Problems? 
Forgotten passwords and general assistance with your HSIN account: contact the HSIN Help Desk (24/7) 
toll-free at 866-430-0162 or via email at hsin.helpdesk@hq.dhs.gov.  Comments, questions, and requests 
for access to HSIN-ES: contact the EMR-ISAC at 301-447-1325 or emr-isac@fema.dhs.gov.  
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https://hsin.dhs.gov/collab/ES/Terrorism%20Federal%20Documents/ISIL%20and%20Online%20Supporters%20Continue%20to%20Encourage%20Attacks%20Against%20Law%20Enforcement%20and%20Government%20Personnel.pdf
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https://hsin.dhs.gov/collab/ES/Terrorism%20Federal%20Documents/ISIL%20and%20Online%20Supporters%20Continue%20to%20Encourage%20Attacks%20Against%20Law%20Enforcement%20and%20Government%20Personnel.pdf
https://hsin.dhs.gov/collab/ES/Terrorism%20Federal%20Documents/Tactics,%20Techniques,%20and%20Procedures%20of%20Paris%20Terrorist%20Attack.pdf
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https://hsin.dhs.gov/collab/ES/Terrorism%20Federal%20Documents/Update%20-%20Tactics%20and%20Targets%20Observed%20in%20ISIL-Linked%20Western%20Plotting.pdf
https://hsin.dhs.gov/collab/ES/Terrorism%20Federal%20Documents/Paris%20Terrorist%20Attack%20-%20Masked%20Gunmen%20Storm%20French%20Newspaper.pdf
https://hsin.dhs.gov/collab/ES/Terrorism%20Federal%20Documents/Paris%20Terrorist%20Attack%20-%20Masked%20Gunmen%20Storm%20French%20Newspaper.pdf
https://hsin.dhs.gov/collab/ES/HITRAC%20Report%20Library/Forms/AllItems.aspx
https://hsin.dhs.gov/collab/ES/HITRAC%20Report%20Library/Forms/AllItems.aspx
https://hsin.dhs.gov/collab/ES/Current%20Situation%20Reports/Forms/AllItems.aspx
https://hsin.dhs.gov/collab/ES/Current%20Situation%20Reports/Forms/AllItems.aspx
https://hsin.dhs.gov/collab/ES/DHS%20Open%20Source%20Enterprise%20Daily%20Terrorism%20Report/Forms/AllItems.aspx
https://hsin.dhs.gov/collab/ES/Pages/JCAT.aspx
https://hsin.dhs.gov/collab/ES/Pages/JCAT.aspx
https://hsin.dhs.gov/collab/ES/REISAC%20Daily%20Report%20Summary/Forms/AllItems.aspx
https://hsin.dhs.gov/collab/ES/DHS%20Daily%20Open%20Source%20Infrastructure%20Report/Forms/AllItems.aspx
https://hsin.dhs.gov/collab/ES/Domestic%20Nuclear%20Detection%20Office%20%20The%20Source/Forms/AllItems.aspx
https://hsin.dhs.gov/collab/ES/HealthcarePublic%20Health%20Bulletins/Forms/AllItems.aspx
https://hsin.dhs.gov/collab/ES/Pages/Emerging-Diseases.aspx
https://hsin.dhs.gov/collab/ES/FEMA%20Disaster%20Emergency%20Communications%20Division%20Ne/Forms/WebPageView.aspx
https://hsin.dhs.gov/collab/ES/FEMA%20Disaster%20Emergency%20Communications%20Division%20Ne/Forms/WebPageView.aspx
https://hsin.dhs.gov/collab/ES/DOE%20Assurance%20Daily/Forms/AllItems.aspx
https://hsin.dhs.gov/collab/ES/Pages/Training-and-Support.aspx
https://hsin.dhs.gov/collab/ES/Pages/default.aspx
mailto:hsin.helpdesk@hq.dhs.gov
mailto:emr-isac@fema.dhs.gov
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