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ICIS and WEB ACCESS MANAGEMENT (WAM)



What is ICIS Web Access Management?

ICIS web access management (WAM) is the method by which ICIS will manage access.
Web access management (WAM) is a form of identity management that controls access to web resources, providing authentication management and single sign-on convenience.
Authentication management is the process of determining a user’s (or application’s) identity. This is normally done by prompting for a user name and a password. 
Why use WAM?
WAM offers the following benefits:
· Multi Factor Authentication – User ID and PW + security question, Smart Card (future) 
· Single Sign On – Once a user authenticates to EPA’s WAM, they will no longer have to log in to ICIS separately, as they will be seamlessly brought to the ICIS home page
· Simpler management of user accounts - Easier user password maintenance! Users can self register to get access to ICIS, and users can reset their own passwords. 
NOTE:  Users cannot access ICIS until an ICIS account is created, and you are still required to submit the Rules of Behavior and optional Sensitive Access Request forms
WAM Main Functions
· User Management - Establishing, maintaining, and terminating user identities using synchronized data from People Plus and Email.
· Authentication – User ID and Passwords, security questions, RSA Tokens, etc. 
WAM User Types 
· EPA Employees: Use their LAN id and passwords that are synchronized in the WAM system, enabling them to log into multiple systems (including ICIS) using the same credentials. 

· Inside Affiliates: Non EPA employees that have an EPA Local Area Network (LAN account) can use their LAN id and password that is synchronized in WAM. This enables affiliates to log into WAM systems (including ICIS), using the same WAM credentials. 

· External Users: People who have a business relationship with EPA and require access to EPA Web Applications.
· Off-site contractors
· Researchers in the academic world
· Business partners
· State and local representatives etc.
External users will have a unique user id assigned by WAM (generally in the format firstname_lastname) and the user will create their own password when they self-register. These credentials will allow them to log into EPA Web-based systems that they are authorized to access.

What about existing ICIS users?
· Users with WAM Accounts – ICIS users who currently have a WAM account will have their ICIS user ID data mapped to their WAM ID; when the integration goes live, users will single sign on to ICIS using their WAM ID and password  
· Users without WAM Accounts – There will be a one-time mass creation of WAM IDs for external users who do not have WAM accounts, so they will not need to self-register for ICIS.  These users will be informed of their WAM ID and password prior to ICIS going live with WAM.  


[bookmark: _GoBack]Who Do I Contact for Help with ICIS WAM or to Get More Information?

[bookmark: QuickMark]ICIS help is available through EPA Headquarters ICIS Help Line at (202) 564-7756, email ICIS@epa.gov and through the Regional ICIS System Administrators.
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